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Part!1:!
!

Catching!Malware!DNS!style!
!
!



Background!
AQackers!seek!to!keep!their!operaJons!online!at!all!Jmes!

The!Network!=!the!hosJng!infrastructure!is!

) ) ) )CRUCIAL)
!

Spam!

Phishing!

Malware!distribuJon!

Botnets!

!!



Fast!flux!botnets!
Fast!flux!botnets!serving!as!proxy!networks!

Extra!evasion/protecJon!layer!for!actual!CnCs!

Infected!hosts!<Y>!FF!proxy!network!<Y>!Backend!CnCs!

Usages!of!proxy!network:!

YServe!malware!pushed!from!CnCs!down!to!infected!clients!

(via!driveYby,!spam,!etc.)!

YForward!communicaJon!from!infected!clients!to!CnCs!

e.g.!Kelihos!TTL!0,!zbot!TTL!150!



Zeus!Crimeware!
YControl!panel!

YConfig!files!(contains!urls!for:!drop!zone,!extra!payload,!extra!
configs,!target!websites!for!web!injects)!

YBinary!files!

YBuilder!

CharacterisJcs:!

YSteals!financial!data:!online!bank!account!info,!credit!card!

YSteals!sensiJve!credenJals!

YWeb!injects!



Zeus!CnCs!
YCompromised!sites!

YBulletproof!or!free!hosJng!

YFast!flux!botnet!

!

CnC!domains!used!for!3!types!of!purposes:!

YServe!configuraJon!files!

YServe!binary!files!

YDrop!zones!



Zbot!proxy!network!
Fast!flux!domains!with!TTL!=!150!sec!sharing!same!infected!
hosts!infrastructure!

!

DetecJon!methods:!

1)  Periodic!batch!pig!job!
2)  IP!harvesJng!+!streaming!auth!DNS!+!filtering!heurisJcs!

!

!



DetecJon!methods!(1)!
YPeriodic!Pig!job!to!retrieve!domains!with!TTL!=!150!from!
authoritaJve!logs!

YFilter!out!noise!domains!such!as!spam,!legiJmate!domains!
known!to!use!TTL!=!150!

YBuild!“domain!to!IP”!biparJte!graph!

YExtract!largest!connected!component!

YIdenJfy!new!zbot!CnC!domains!to!block!

YAdd!IPs!from!largest!connected!component!to!pool!of!zbot!IPs!

!



Streaming!AuthoritaJve!DNS!
•  Tap!into!processed!authoritaJve!DNS!stream!before!

it’s!consolidated!into!a!persistent!DB!

•  asn,!domain,!2LD,!IP,!NS_IP,!Jmestamp,!TTL,!type!

•  Faster!than!DNSDB!on!Hadoop!

•  100s!–!1000s!entries/sec!(from!subset!of!resolvers)!

•  Need!to!implement!your!own!filters,!detecJon!
heurisJcs!



DetecJon!methods!(2)!
YStart!with!a!seed!of!idenJfied!zbot!CnC!domains!

YConJnuously!harvest!IPs!and!add!them!to!pool!of!zbot!IPs!

YCheck!for!any!domain!in!authlogs!DNS!stream!whose!IP!or!
NS_IP!is!in!pool!of!zbot!IPs!

YIdenJfy!new!zbot!CnC!domains!to!block!

YAdd!new!domains!to!seed!

!

!



Zbot!proxy!network!
YFast!flux!domains!riding!on!proxy!network!used!as!CnCs!postYinfecJon!
by!Kuluoz!

YVarious!Exploit!kits!lead!to!dropping!of!malware!and!infected!host!
joins!Asprox!botnet!

YMalware!used!to!gain!control!of!hosts!is!Kuluoz/Dofoil!

InfecJon!vectors:!

YDriveYby,!exploit!kit!

YSpam!emails:!embedded!links!leading!to!malware,!or!malware!in!
aQachment!(fake!Flash!update)!



Zbot!proxy!network!



HTTP!traffic!url!paQerns!
Monitoring!HTTP!traffic!to!CnCs!using:!

YSinkhole!

and!

YVirusTotal!

!

!!

!



HTTP!traffic!url!paQerns!
A!Zeus!CnC!domain!can!serve!3!types!of!urls:!

YConfig!

YBinary!

YDrop!zone!

Example!Zeus!CnC!observed!traffic!

seorubl.in,!GET!/forum/popap1.jpg,!ConfigURL!

reznormakro.su,!GET!/winconf/kernl.bin,!ICE!IX,!ConfigURL!

orbitmanes.ru,!GET!/01.exe,!KINS,!BinaryURL!

reportonh.com,!GET!/pack32/sysconf.exe,!BinaryURL!

sytemnr.com,!GET!/pack32/sysconf.exe,!BinaryURL!

!

!!

!



HTTP!traffic!url!paQerns!
ET!TROJAN!W32/Asprox.ClickFraudBot!CnC!Beacon!

GET!/b/eve/0008f258b0e99d069756f425!

GET!/b/letr/002D63501FC3E082B1E9F290!

GET!/b/shoe/1480!

!

ET!TROJAN!W32/Asprox.ClickFraudBot!POST!CnC!Beacon!

POST!/b/opt!

POST!/b/req!

MulJple!Asprox!type!callbacks!and!binary!downloads!followed!by!click!fraud!



HTTP!traffic!url!paQerns!
Beaconing!and!announcing!version,!make,!OS!

GET!/1/?
uid=01604555&ver=1.14&mk=bb3b62&os=S2000&rs=adm&c=14&rq=0!

!

os=S2000!

os=Win07!

os=Win_V!

os=WinXP!

os=Win08!

!



HTTP!traffic!url!paQerns!
Other!urls!to!get!binaries!and!configs!

azg.su,!GET!/coivze7aip/modules/bot.exe!

tundraYtennes.com,!GET!/infodata/sow32.dll!

tundraYtennes.com,!GET!/infoYdata/sow32.dll!

beeYpass.com,!GET!/info/sow32.dll!

!

quaranteYml.com,!GET!/nivoslider/jquery/!

GET!/nivoslider98.45/ajax/!

GET!/nivoslider98.45/jquery/!

GET!/nivoslider/ajax/!

!

!

!



Pony!panel!on!zbot!proxy!network!
Ymarmedladkos.com!

!



Pony!panel!on!zbot!proxy!network!
YPony!1.9!leaked!for!Trojan!Forge!in!late!2012!

YBotnet!controller!via!a!panel,!user!management,!logging,!database,!
staJsJcs!

YInfo!stealer!

YWin32/Fareit!

!

Payload!delivered!via:!

YDriveYby/Exploit!kit!

YAQachment!in!spam!emails!

!



Pony!panel!on!zbot!proxy!network!





Pony!panel!on!zbot!proxy!network!
Yp/Panel.zip!—!controlling!php!scripts!

Yincludes/design/images/modules/*!!—!images!for!each!zeus!plugin!
supported/tracked!

Yincludes/password_modules.php!—!contains!array!with!all!sowware!it!
tries!to!steal!credenJals!for!

Yincludes/database.php!—!contains!db!schema!and!accessors!

Ycharacter!set!cp1251!used!everywhere!

Ymysql!storage!engine!is!MyISAM!

Yconfig.php!date_default_Jmezone_set(‘Europe/Moscow’)!



Pony!panel!on!zbot!proxy!network!



Pony!panel!on!proxy!network!



Pony!panel!on!proxy!network!



Pony!panel!on!zbot!proxy!network!
YSearching!for!certain!strings!leads!to!several!more!sites!with!
open!panels!with!some!sites!hosJng!other!malware!payload!

YExample:!



Pony!panel!on!zbot!proxy!network!



Pony!panel!on!zbot!proxy!network!
epvpcash.net16.net/Panel/temp/!
hg{g{g{fg.net/pony/temp/!

hQp://pantamaJ.com/dream/Panel/temp/!

hQp://pantamaJ.com/wall/Panel/temp/!

mastermetr.ru/steal/Panel/temp/!

microsow.blg.lt/q/temp/!

santeol.su/p/temp/!

terraYaraucania.cl/pooo/temp/!

thinswares.com/panel/temp/!

www.broomeron.com/pn2/temp/!

www.kimclo.com/cli/temp/!

www.sumdfase2.net/adm/temp/!

www.tripplem2.com/images/money/temp/!



TLD!distribuJon!of!CnCs!!
Sample!of!925!zbot!CnC!domains!

!

!

!



Proxy!network!hosts!geoYdistribuJon!
Sample!of!170,208!IPs!of!the!zbot!proxy!network!Map!

!!

!

!

!

!



Proxy!network!hosts!geoYdistribuJon!



Clients!phoning!to!CnCs!
2,220,230!DNS!lookups!to!CnCs!over!24!hours!Map!

!

!



Clients!phoning!to!CnCs!



CnC!domains!and!related!samples!
YSample!of!337!zbot!CnC!domains!

Y208!different!samples!(sha256!communicated!with!the!CnCs)!

!

Top!recorded!sample!names:!

Trojan[Spy]/Win32.Zbot!

TrojanDownloader:Win32/Upatre!

!

YUpatre!is!used!as!a!downloader!for!Zeus!GameOver!

YSent!as!aQachment!in!spam!emails!delivered!by!Cutwail!botnet!

!



Part!2:!
!

Catching!Malware!IP!style!
!
!



MoJvaJon!
•  Examine!malicious!IP!ranges!in!certain!ASNs!from!a!new!

perspecJve!

•  Look!beyond!the!simple!counJng!of!number!of!bad!domains,!
bad!IPs!hosted!on!prefixes!of!an!ASN!

How)?)

•  Look!at!topology!of!AS!graph!

•  Look!at!finer!granularity!than!BGP!prefix:!subYallocated!
ranges!within!BGP!prefixes!



Internet!101!&!BGP!



Internet!101!&!BGP!



Meet!the!Internet!
Network!of!Networks,!it’s!a!Graph!!
!
Each!organizaJons!on!the!Internet!
is!called!an!Autonomous!system.!
!
Each!dot!represents!an!
Autonomous!system!(AS).!!
!
AS!is!idenJfied!by!a!number.!
OpenDNS!is!36692,!Google!is!
15169.!
!
Each!AS!has!one!or!more!Prefixes.!!
36692!has!56!(ipv4!and!IPv6)!
network!prefixes.!
!
BGP!is!the!glue!that!makes!this!
work!!!



AS!graph!
•  BGP!rouJng!tables!

•  Valuable!data!sources!

•  Routeviews!!

•  CidrYreport!!

•  Hurricane!Electric!database!hQp://bgp.he.net/!

•  500,000+)BGP)prefixes)
•  46,000+)ASNs)



AS!graph!
•  Route!Views!hQp://archive.routeviews.org/bgpdata!



AS!graph!
•  Cidr!Report!hQp://www.cidrYreport.org/as2.0/!



AS!graph!
•  Hurricane!Electric!database!hQp://bgp.he.net/!



AS!graph!
•  Build!AS!graph!

•  Directed!graph:!node=ASN,!a!directed!edge!from!an!ASN!
to!an!upstream!ASN!

•  TABLE_DUMP2|1392422403|B|96.4.0.55|11686|67.215.94.0/24|
11686!4436!2914!36692|IGP|96.4.0.55|0|0||NAG||!



AS!graph!
Focus)of)this)study:)
•  Peripheral!ASNs!that!are!siblings,!i.e.!they!have!common!

parents!in!the!AS!graph!(share!same!upstream!AS)!

•  Cluster!peripheral!ASNs!by!country!

•  Find!interesJng!paQerns:!certain!siblings!in!certain!
countries!are!delivering!similar!suspicious!campaigns!



)
Use)Case)1:)

Suspicious)Sibling)Peripheral)ASNs)

)



Peripheral!ASNs!and!their!upstreams!
•  January!8th!topology!snapshot,!Ukraine,!Russia!

!

•  10!sibling!peripheral!ASNs!with!2!upstream!ASNs!

•  /23!or!/24!serving!TrojWare.Win32.KrypJk.AXJX!

•  !TrojanYDownloader.Win32.Ldmon.AY08!



Peripheral!ASNs!and!their!upstreams!



•  February!21st!topology!snapshot,!Ukraine,!Russia!

!

•  AS31500!detached!itself!from!the!peripheral!ASNs!(stopped!
announcing!their!prefixes)!

•  More!peripherals!started!hosJng!suspicious!payload!domains!

•  3100+!malware!domains!on!1020+!IPs!hosJng!malware!

Peripheral!ASNs!and!their!upstreams!



•  Taking!a!sample!of!160!live!IPs!

•  Server!setup!is!similar:!

50!IPs!with:!

22/tcp!!!open!!ssh!!!!!!!!OpenSSH!6.2_hpn13v11!(FreeBSD!
20130515;!protocol!2.0)!

8080/tcp!open!!hQpYproxy!3Proxy!hQp!proxy!

Service!Info:!OS:!FreeBSD!

108!IPs!with:!

22/tcp!open!!ssh!!!!!OpenSSH!5.3!(protocol!1.99)!

80/tcp!open!!hQp?!

Peripheral!ASNs!and!their!upstreams!



•  The!payload!url!were!live!on!the!enJre!range!of!IPs!before!
any!domains!were!hosted!on!them!

•  Seems!the!IP!infrastructure!is!set!up!in!bulk!and!in!advance!

•  hQp://pastebin.com/X83gkPY4!

)

Peripheral!ASNs!and!their!upstreams!



)
Use)Case)2:)

DetecQng)Sibling)ASNs)through)BGP)outages)

)



BGP!messages!
Two!important!BGP!message!types:!
!
1.  Update!messages!to!announce!a!new!path!for!a!one!or!more!prefixes!

!
2.  Withdrawal!messages!to!inform!!BGP!speakers!that!a!certain!prefix!can!

no!longer!be!reached.!

By!correlaJng!these!messages!we!can!!detect!outages!globally!and!in!real!
Jme!



Sibling!ASNs!
All!hosJng!same!malware!!



Overlapping!BGP!outages!
! 57604 8287 50896 49236 29004 45020 44093 48949 49720 50818 48361 

57604 x 20 17 12 22 16 11 24 20 13 5 
8287 20 x 41 15 17 17 15 18 18 15 5 
50896 17 41 x 17 16 17 18 19 16 18 7 
49236 12 15 17 x 8 15 13 8 12 17 3 
29004 22 17 16 8 x 12 22 28 18 9 6 
45020 16 17 17 15 12 x 12 12 12 15 4 
44093 11 15 18 13 22 12 x 16 10 13 6 
48949 24 18 19 8 28 12 16 x 20 9 8 
49720 20 18 16 12 18 12 10 20 x 10 4 
50818 13 15 18 17 9 15 13 9 10 x 4 
48361 5 5 7 3 6 4 6 8 4 4 x 



Overlapping!BGP!outages!

  57604 29004 48361 
57604 22 5 
29004 22 6 
48361 5 6 

Overlapping!outages!



ISP!48361 AS57604!91.233.89.0/24 AS29004!195.39.252.0/23 

no!outage 
down!for!35!minutes!!!!!!!!!
!2013Y07Y12!18:53!Y!2013Y07Y12!19:28 

down!for!36!minutes!!!!!!!!!
!2013Y07Y12!18:53!Y!2013Y07Y12!19:29 

no!outage 
down!for!497!minutes!!!!!!!!
!!2013Y07Y12!21:33!Y!2013Y07Y13!05:50 

down!for!497!minutes!!!!
!!2013Y07Y12!21:33!Y!2013Y07Y13!05:50 

no!outage 
down!for!479!minutes!!!!!!!!!!
2013Y07Y22!21:57!Y!2013Y07Y23!05:56 

down!for!479!minutes!!!!!!!!!!
2013Y07Y22!21:57!Y!2013Y07Y23!05:56 

no!outage 
down!for!33!minutes!!!!!!!!!
!2013Y07Y23!18:51!Y!2013Y07Y23!19:24 

down!for!33!minutes!!!!!!!!!!
2013Y07Y23!18:51!Y!2013Y07Y23!19:24 

no!outage 
down!for!63!minutes!!!!!!!!!
!2013Y07Y29!04:54!Y!2013Y07Y29!05:57 

down!for!63!minutes!!!!!!!!!
!2013Y07Y29!04:54!Y!2013Y07Y29!05:57 



•  Unique!approach!for!finding!related!ASNs!

•  Overlapping!outages!could!mean!
•  Most!likely!relying!on!same!infrastructure!
•  Same!Data!center!
•  Same!RouJng!/!Switching!infrastructure!
•  Same!organizaJon!hiding!behind!different!ASns!



)
Use)case)3:)

Malicious)subSallocated)ranges)
)



Malicious!subYallocated!ranges!
•  Case!of!OVH!

!

!

•  SubYallocated!ranges!reserved!by!same!suspicious!customers,!serving!
Nuclear!Exploit!kit!domains!

•  Users!are!lead!to!the!Exploit!landing!sites!through!malverJsing!
campaigns,!then!malware!is!dropped!on!vicJms’!machines!(e.g.!zbot)!

•  Monitoring!paQerns!for!5!months!(Oct!2013YFeb!2014)!



Malicious!subYallocated!ranges!

•  For!several!months,!OVH!ranges!have!been!abused!

•  Notable!fact:!IPs!were!exclusively!used!for!hosJng!Nuclear!Exploit!
subdomains,!no!other!sites!hosted!

!

!

!



Malicious!subYallocated!ranges!



Malicious!subYallocated!ranges!
•  Some!OVH!subYallocated!ranges!used!in!JanYFeb!2014!(now!reYassigned)!

192.95.50.208!Y!192.95.50.215!

198.50.183.68!Y!198.50.183.71!

192.95.42.112!Y!192.95.42.127!

192.95.6.112!Y!192.95.6.127!

192.95.10.208!Y!192.95.10.223!

192.95.7.224!Y!192.95.7.239!

192.95.43.160!Y!192.95.43.175!

192.95.43.176!Y!192.95.43.191!

198.50.131.0!Y!198.50.131.15!



Malicious!subYallocated!ranges!
•  Feb!7th,!bad!actors!moved!to!a!Ukrainian!hosJng!provider!hQp://www.besthosJng.ua/!

•  31.41.221.143!2014Y02Y14!2014Y02Y14!0!

•  31.41.221.142!2014Y02Y12!2014Y02Y14!2!

•  31.41.221.130!2014Y02Y12!2014Y02Y14!2!

•  31.41.221.140!2014Y02Y12!2014Y02Y12!0!

•  31.41.221.139!2014Y02Y12!2014Y02Y12!0!

•  31.41.221.138!2014Y02Y11!2014Y02Y12!1!

•  31.41.221.137!2014Y02Y10!2014Y02Y11!1!

•  31.41.221.136!2014Y02Y10!2014Y02Y11!1!

•  31.41.221.135!2014Y02Y10!2014Y02Y10!0!

•  31.41.221.134!2014Y02Y09!2014Y02Y19!10!

•  31.41.221.132!2014Y02Y08!2014Y02Y09!1!

•  31.41.221.131!2014Y02Y07!2014Y02Y08!1!

!

!



Malicious!subYallocated!ranges!
•  Feb!14th,!bad!actors!moved!to!a!Russian!hosJng!provider!hQp://pinspb.ru/!

•  5.101.173.10!2014Y02Y21!2014Y02Y22!1!

•  5.101.173.9!2014Y02Y19!2014Y02Y21!2!

•  5.101.173.8!2014Y02Y19!2014Y02Y19!0!

•  5.101.173.7!2014Y02Y18!2014Y02Y19!1!

•  5.101.173.6!2014Y02Y18!2014Y02Y18!0!

•  5.101.173.5!2014Y02Y17!2014Y02Y18!1!

•  5.101.173.4!2014Y02Y17!2014Y02Y17!0!

•  5.101.173.3!2014Y02Y16!2014Y02Y17!1!

•  5.101.173.2!2014Y02Y15!2014Y02Y16!1!

•  5.101.173.1!2014Y02Y14!2014Y02Y15!1!



Malicious!subYallocated!ranges!
•  Feb!22nd,!bad!actors!moved!back!to!OVH!

!

!

•  Notable!fact:!They!change!MO,!IPs!have!been!allocated!and!used!in!the!past!for!
other!content!Y>!evasion!technique!or!resource!recycling!

•  But!during!all!this!Jme,!bad!actors!sJll!kept!the!name!server!infrastructure!on!
OVH!on!ranges!reserved!by!same!customers!



Malicious!subYallocated!ranges!
•  198.50.143.73)2013S11S25)2014S02S24)91)
•  198.50.143.69)2013S11S25)2014S02S24)91)
•  198.50.143.68)2013S11S25)2014S02S24)91)
•  198.50.143.67)2013S11S26)2014S02S24)90)

•  198.50.143.65)2013S11S24)2014S02S23)91)
•  198.50.143.66)2013S11S25)2014S02S23)90)
•  198.50.143.64!2013Y11Y24!2014Y01Y25!62!

•  198.50.143.75!2013Y12Y03!2013Y12Y10!7!

•  198.50.143.79!2013Y11Y25!2013Y12Y10!15!

•  198.50.143.78!2013Y11Y25!2013Y12Y10!15!

•  198.50.143.74!2013Y11Y25!2013Y12Y10!15!

•  198.50.143.72!2013Y11Y25!2013Y12Y10!15!

•  198.50.143.71!2013Y11Y25!2013Y12Y10!15!

•  198.50.143.76!2013Y11Y25!2013Y12Y09!14!

•  198.50.143.70!2013Y11Y26!2013Y12Y09!13!

•  198.50.143.77!2013Y11Y26!2013Y12Y05!9!



Malicious!subYallocated!ranges!
•  hQp://labs.umbrella.com/2014/02/14/whenYipsYgoYnuclear/!

•  Take!down!operaJons!of!domains!



)
PredicQng)malicious)domains)IP)infrastructure)

)



Tracking!reserved!ranges!
•  Reserved!ranges!on!OVH!by!same!malicious!customer!

•  Dec!1st!to!31st!2013:!28)ranges,)136)IPs,)86)used)

•  Jan!1st!to!31st!2014:!11)ranges,)80)IPs,)33)used)
•  Feb!1st!to!28th!2014:!4)ranges,)28)IPs,)26)used)
•  Mar!1st!to!20th!2014:!43)ranges,))

•  40)ranges)on!Mar!7th!,!352)IPs,)208)used!
•  3)ranges)on!Mar!10th!!,!12)IPs,)7)used!

•  Used!for!Nuclear!EK!domains,!Nuclear!domains’!name!servers,!and!browlock!
!



Tracking!reserved!ranges!

•  86!ranges!are!all!in!these!prefixes!

!388! !198.50.128.0/17!

!128! !192.95.0.0/18!

!80! ! !198.27.64.0/18!

!12! ! !142.4.192.0/19!



Malicious!subYallocated!ranges!
•  For!Nuclear,!In!addiJon!to!subYallocated!ranges!reserved!by!same!actors!(for!OVH!

case)!

•  The!live!IPs!all!have!same!server!setup!(fingerprint):!

•  31.41.221.131!to!31.41.221.143!

22/tcp!!open!!ssh!!!!!OpenSSH!5.5p1!Debian!6+squeeze4!(protocol!2.0)!

80/tcp!!open!!hQp!!!!nginx!web!server!0.7.67!

111/tcp!open!!rpcbind!

•  5.101.173.1!to!5.101.173.10!

22/tcp!!open!!ssh!!!!!OpenSSH!6.0p1!Debian!4!(protocol!2.0)!

80/tcp!!open!!hQp!!!!nginx!web!server!1.2.1!

111/tcp!open!!rpcbind!



Malicious!subYallocated!ranges!
•  198.50.143.64!to!198.50.143.79!

22/tcp))open)))))ssh))))))))))OpenSSH)5.5p1)Debian)6+squeeze4)(protocol)2.0))
80/tcp))open)))))h_p)))))))))nginx)web)server)0.7.67)
445/tcp)filtered)microsoaSds!
•  In!some!cases,!IPs!are!brought!online!in!small!chunks!

•  The!name!server!IPs!also!have!the!same!fingerprint!

•  The!combinaJon!of!these!different!indicators!has!made!predicJons!pracJcally!always!
accurate!for!several!months,!unJl!bad!actors!change!to!a!different!MO!

•  Method!sJll!efficient!when!applied!to!other!threats!

•  Y>!One!can!block/monitor!IPs!before!they!even!start)hosQng)domains!



)
DetecQng)Malicious)Subdomains)under)

Compromised)domains)
)



Malicious!subdomains!under!compromised!domains!

•  DetecJng!malicious!subdomains!injected!under!compromised!
domains,!most!notably!GoDaddy!domains!

•  Subdomains!serving!Exploit!kits!(e.g.!Nuclear,!Angler,!FlashPack),!
browlock,!malverJsing!

•  Various!payloads!dropped!(e.g.!zbot!variants,!kuluoz)!

•  Monitoring!paQerns!for!5+!months!(Feb!2014Ypresent)!



Malicious!subdomains!under!compromised!domains!

•  Sample!of!several!hundred!IPs!hosJng!malicious!subdomains!

•  Top!5!abused!ASNs!
!  16276!OVH!SAS!

!  24961!myLoc!managed!IT!AG!

!  15003!Nobis!Technology!Group,!LLC!

!  41853!LLC!NTCOM!

!  20473!Choopa,!LLC!



Malicious!subdomains!under!compromised!domains!

•  OVH!most!abused!with!18%!of!total!collected!malicious!IPs!

•  Bad!actors!shiwed!MO!since!Use!Case!3!study!!



Malicious!subdomains!under!compromised!domains!
Before! Now!

Abuse!ccTLDs!(e.g.!.pw,!.in.net,!.ru,!
etc)!using!rogue/vicJm!resellers/
registrars!

Supplement!with!abusing!
compromised!domains!

Use!reserved!IPs!exclusively!for!
Exploit!kit,!browlock!aQacks!

Supplement!with!using!recycled!IPs!
that!hosted!legit!content!in!the!past!

Bring!aQack!IPs!online!in!conJguous!
chunks!

Supplement!with!bringing!IPs!up!in!
randomized!sets!or!one!at!a!Jme!

Abuse!OVH!Canada:!possible!to!
predicJvely!correlate!rogue!
customers!with!aQack!IPs!through!
ARIN!rwhois!!

Abuse!OVH!Europe!spanning!
numerous!countries’!IP!pools!(e.g.!
France,!Belgium,!Italy,!UK,!Ireland,!
Spain,!Portugal,!Germany,!
Netherlands,!Finland,!Czech,!Russia)!



Small!abused!or!rogue!hosJng!providers!

•  hQp://kingYservers.com/en/!hosted!Angler,!Styx,!porn,!pharma!

•  Described!on!WOT!“offers!bulletproof!hosJng!for!RussianYUkrainian!
criminals”!



Small!abused!or!rogue!hosJng!providers!

•  hQp://evrohoster.ru/en/!hosted!browlock!through!redirecJons!from!
porn!sites!



Small!abused!or!rogue!hosJng!providers!

•  hQp://www.qhoster.bg/!hosted!Nuclear!



Small!abused!or!rogue!hosJng!providers!

•  hQp://www.electrickiQen.com/webYhosJng/!



Small!abused!or!rogue!hosJng!providers!

•  hQp://www.xlhost.com/!hosted!Angler!EK!domains!

•  hQps://www.ubiquityhosJng.com/!hosted!browlock.!

•  hQp://www.codero.com/!

•  hQp://hosJnk.ru/!



String!Analysis!of!injected!subdomains!

•  Sample!of!19,000+!malicious!subdomains!injected!under!4,200+!compromised!
GoDaddy!domains!

•  12,000+!different!labels!

•  Top!5!used!labels:!

!  police!

!  alertpolice!

!  css!

!  windowsmoviemaker!

!  solidfileslzsr!!!!



String!Analysis!of!injected!subdomains!



Part!3:!
!

Visualizing!Knowledge!with!our!3D!engine!
!
!



OpenGraphiJ!



SemanQcNet)Python)Library)

#!/usr/bin/env!python!
!
import!sys!
import!semanJcnet!as!sn!
!
graph!=!sn.Graph()!
!
a!=!graph.add_node({"label"!:!"A"})!
b!=!graph.add_node({"label"!:!"B"})!
c!=!graph.add_node({"label"!:!"C"})!
!
graph.add_edge(a,!b,!{"type"!:!"belongs"})!
graph.add_edge(b,!c,!{"type"!:!"owns"})!
graph.add_edge(c,!a,!{"type"!:!"has"})!
!
graph.save_json("output.json")!



ParJcle!Physics!



Canadian!AS!Network!



Data!goes!Supernova!

3!Generic!Approaches!

Grouping!

Sampling! ParallelizaJon!



EnJty!Grouping!



Sampling!
Breadth!First!Search! Random!Walk!



ParallelizaJon!



Why!?!

•  Actors!populate!the!knowledge!graph!

•  CreaJon!is!understood,!output!is!complex!

•  Layout!closer!to!the!“natural(shape”(of!data!structure!

•  Take!advantage!of!the!GPU!to!untangle!informaJon!

•  Humans!are!good!at!processing!shapes!and!colors!



Full!AS!Network!



Future!Work!



Conclusion!
•  Efficient!methods!to!catch!malware!DNS!and!IP!style!

•  Fast!flux!botnets!used!as!proxy!networks!

•  InvesJgate!IP!space!from!novel!perspecJves:!AS!graph!topology,!granularity!finer!than!
BGP!prefix!

•  Detect!suspicious!sibling!peripheral!ASNs!

•  Detect!sibling!ASNs!using!BGP!outages!monitoring!

•  Predict!malicious!IP!ranges!

•  Detect!malicious!subdomains!under!compromised!domains!

•  Novel!3D!visualizaJon!engine!used!as!graph!navigaJon!and!invesJgaJon!tool!

!Supports!state!of!the!art!3D!technologies!(Force!directed,!OpenCL,!GLSL!Shaders,!etc.)!

!

!

!!!

!
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Thank!you!
!

(Q!&!A)!


