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% nslookup 72.193.81.105
Server: 127.0.0.1

Address: 127.0.0.1#53

Non-authoritative answer:

105.81.193.72.1n-addr.arpa name % 1p72-193-81-105.1v.lv.cox.net.

Authoritative answers can be found from:

81.193.72.1n-addr.arpa nameserver = ns.cox.net.

81.193.72.1n-addr.arpa nameserver = ns.east.cox.net.
81.193.72.1n-addr.arpa nameserver = ns.west.cox.net.
ns.cox.net internet address = 68.1.16.107

ns.east.cox.net internet address 08.1.16.108

ns.west.cox.net internet address 08.111.106.08



% Wh1
while
while

PING fear-and-loathing.cannytrophic.com (72.193.81.105): 56
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1cmp seg=1

1Cmp_seqg= 19
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% ssh fear-and-loathing.cannytrophic.com

Password:
Welcome to Darwin!

fear-and-loathing.cannytrophic.com:~ %

Fuck yeah!
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v Location: Las Vegas

v Name: Mel Guzman

v Photos:

v GMail account: mrguzmanmel@gmatil.com

v Keylogger 1installed



LogKext Daemon starting up : Mon May 10 22:14:25 2010
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mocospace.com: 1flyricanpapi / guzman85
gmail: mrguzmanmel@gmail.com / guzman85
PayPal: mrguzmanmel@gmail.com / guzman85
Facebook: timrican@yahoo.com / guzman85
Yahoo: timrican / guzman85
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eBay: mguzmanl985
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Name: Melvin Guzman-Rosa

Address: Amber Valley Lane, Las Vegas, NV

Birthday: March 27, 1985



































































































Lessons Ledrned

= Better security = non-recovery

= Perp could log 1n

= Network settings editable

= Recovered hardware & some data

= Potential vulns (against trained threat)
were boons against low-tech threat

= ssh, VNC, IP tracking daemon
= Keychain vs keyloggers
= Note your serial #s for the co

= Don’t fuck with a hacker’s mac
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