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% nslookup 72.193.81.105

Server:	127.0.0.1

Address:	127.0.0.1#53

Non-authoritative answer:

105.81.193.72.in-addr.arpa	name = ip72-193-81-105.lv.lv.cox.net.

Authoritative answers can be found from:

81.193.72.in-addr.arpa	nameserver = ns.cox.net.

81.193.72.in-addr.arpa	nameserver = ns.east.cox.net.

81.193.72.in-addr.arpa	nameserver = ns.west.cox.net.

ns.cox.net	internet address = 68.1.16.107

ns.east.cox.net	internet address = 68.1.16.108

ns.west.cox.net	internet address = 68.111.106.68



% ping -t 60 fear-and-loathing.cannytrophic.com
PING fear-and-loathing.cannytrophic.com (72.193.81.105) 56(84) bytes of data.

--- fear-and-loathing.cannytrophic.com ping statistics ---
60 packets transmitted, 0 received, 100% packet loss, time 60998ms

% while (1)
while? ping -t 60 fear-and-loathing.cannytrophic.com
while? end

PING fear-and-loathing.cannytrophic.com (72.193.81.105): 56 data bytes
64 bytes from 72.193.81.105: icmp_seq=0 ttl=50 time=587.550 ms
64 bytes from 72.193.81.105: icmp_seq=1 ttl=50 time=616.106 ms
64 bytes from 72.193.81.105: icmp_seq=2 ttl=50 time=579.045 ms
64 bytes from 72.193.81.105: icmp_seq=3 ttl=50 time=535.899 ms
64 bytes from 72.193.81.105: icmp_seq=4 ttl=50 time=611.475 ms
64 bytes from 72.193.81.105: icmp_seq=5 ttl=50 time=580.169 ms
64 bytes from 72.193.81.105: icmp_seq=6 ttl=50 time=624.006 ms
64 bytes from 72.193.81.105: icmp_seq=7 ttl=50 time=692.520 ms
64 bytes from 72.193.81.105: icmp_seq=8 ttl=50 time=606.340 ms
64 bytes from 72.193.81.105: icmp_seq=9 ttl=50 time=536.899 ms
64 bytes from 72.193.81.105: icmp_seq=10 ttl=50 time=518.204 ms
64 bytes from 72.193.81.105: icmp_seq=11 ttl=50 time=605.183 ms
64 bytes from 72.193.81.105: icmp_seq=12 ttl=50 time=577.075 ms
64 bytes from 72.193.81.105: icmp_seq=13 ttl=50 time=704.004 ms
64 bytes from 72.193.81.105: icmp_seq=14 ttl=50 time=642.844 ms
64 bytes from 72.193.81.105: icmp_seq=15 ttl=50 time=608.136 ms
64 bytes from 72.193.81.105: icmp_seq=16 ttl=50 time=568.968 ms
64 bytes from 72.193.81.105: icmp_seq=17 ttl=50 time=608.261 ms
64 bytes from 72.193.81.105: icmp_seq=18 ttl=50 time=569.168 ms
64 bytes from 72.193.81.105: icmp_seq=19 ttl=50 time=584.543 ms
64 bytes from 72.193.81.105: icmp_seq=20 ttl=50 time=627.125 ms
64 bytes from 72.193.81.105: icmp_seq=21 ttl=50 time=732.993 ms
64 bytes from 72.193.81.105: icmp_seq=22 ttl=50 time=683.913 ms
64 bytes from 72.193.81.105: icmp_seq=23 ttl=50 time=594.974 ms
64 bytes from 72.193.81.105: icmp_seq=24 ttl=50 time=594.812 ms
64 bytes from 72.193.81.105: icmp_seq=25 ttl=50 time=501.012 ms

Fuck yeah!

% ssh fear-and-loathing.cannytrophic.com
Password:
Welcome to Darwin!
fear-and-loathing.cannytrophic.com:~ %
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PWNED





mocospace.com: 1flyricanpapi / guzman85

gmail: mrguzmanmel@gmail.com / guzman85

PayPal: mrguzmanmel@gmail.com / guzman85

Facebook: timrican@yahoo.com / guzman85

Yahoo: timrican / guzman85

BlackPlanet.com: fricanpapi85 / guzman85

BlackCrush.com: fricanpapi / guzman85

yourfuckbook.com: fricanpapi / guzman85

planetsuzy.com: fricanpapi / guzman85

cect-forums.com: melguzman85 / guzman85

mocospace.com: 1flyricanpapi

gmail: mrguzmanmel@gmail.com

PayPal: mrguzmanmel@gmail.com

Facebook: timrican@yahoo.com

Yahoo: timrican

BlackPlanet.com: fricanpapi85

BlackCrush.com: fricanpapi

yourfuckbook.com: fricanpapi

planetsuzy.com: fricanpapi

cect-forums.com: melguzman85

eBay: mguzman1985

mailto:mrguzmanmel@gmail.com
mailto:mrguzmanmel@gmail.com
mailto:mrguzmanmel@gmail.com
mailto:mrguzmanmel@gmail.com
mailto:timrican@yahoo.com
mailto:timrican@yahoo.com


Name: Melvin Guzman-Rosa

Address: Amber Valley Lane, Las Vegas, NV

Birthday: March 27, 1985



































































Lessons Learned
➡ Better security = non-recovery

➡ Perp could log in

➡ Network settings editable

➡ Recovered hardware & some data

➡ Potential vulns (against trained threat)
were boons against low-tech threat

➡ ssh, VNC, IP tracking daemon

➡ Keychain vs keyloggers

➡ Note your serial #s for the cops

➡ Don’t fuck with a hacker’s machine




