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Why?

o | worked on a security product last 5 years.

o The IPS and vulnerability scanner needed signatures
« We needed technical details on the patches

o The information was not provided by the vendors

e |n recent years, a program called MAPP appeared
from Microsoft, but many times it’s nhot enough

e You have two options in this case:

o Use your own eye balls to compare disassemblies
o Use binary diffing tools

o Patch analysis using binary diffing tools is the only
healthy way to obtain some valuable information out
of the patches.



How?

o I'll show you whole process for a typical binary diffing

e You should grab an idea what binary diffing is

o The example shown next will show the typical example
of binary diffing process

e The patch(MS10-018) is for “CVE-2010-0806"
vulnerability.



Example: CVE-2010-0806 Patch
Description from CVE Web Page

http://www.cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2010-0806

Use-after-free vulnerability in the Peer Objects component (aka iepeers.dll) in
Microsoft Internet Explorer 6, 6 SP1, and 7 allows remote attackers to execute
arbitrary code via vectors involving access to an invalid pointer after the deletion of
an object, as exploited in the wild in March 2010, aka "Uninitialized Memory
Corruption Vulnerability."


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0806

CVE-2010-0806 Patch Analysis

Acquire Patches

o Download the patch by visiting patch page(MS10-018) and
following the OS and IE version link.

e For XP IE 7, | used following link from the main patch page to
download the patCh ﬁle.( http://www.microsoft.com/downloads/details.aspx? FamilylD=167ed896-d383-4dc0-9183-

cdacb73e17e7&displaylang=en )
Cumulative Security Update for Internet Explorer 7 for

Windows XP (KB980182)

Brief Description

This update addresses the vulnerability discussed in Microsoft Security Bulletin M310-018. To find out if
other security updates are available for you, see the Overview section of this page.

On This Page

& Quick Details L Overview

4 Svyetem Reguirements 4 Instructions

4 Additicnal Information 4. Related Resources

Quick Details

File Name: IE7-WindowsXP-KB980182-x86-ENU.exe
Version: 980182

Security Bulletins: MS510-018

Knowledge Base (KB) Articles: KBS20182

Drate Published: 3/24/2010



CVE-2010-0806 Patch Analysis

Extract Patches

C:\> IE7-WindowsXP-KB980182-x86-ENU.exe /x:out

Mame Date modified Type

|| ieapfltr.dat 6/29/20091:33 AM  DAT File

|%| ieapfltr.dll 3/11/2010 4:38 AM Application exte
%] iedkes32.dlI 3/11/2010 4:38 AM Application exte
|%| ieencode.dll 3/11,/2010 4:38 AM Application exte
|%| ieframe.dll 3/11,/2010 4:358 AM Application exte

ieframe.dll.mui

5/26/2009 6:47 AM

o

MUI File

%) iepeers.dll 3/11/2010 4:38 AM  Application exte
1% iernonce.dll 311,/2010 4:38 Ak Application exte
%] iertutil.dll File description: Extended RunOnce processing with UI ption exte
5 ieudinit Company: Micresoft Corporation tion

o - File versicn: 7.0.6000.17023 .

& ieplore Date created: 3/30/2010 11:43 AM tien

|%| inetcpl.cpl Size: 43.5 KB | panel it
|%| jsproxy.dll 3/11,/2010 4:358 AM Application exte
|%| msfeeds.dll 3/11/2010 4:38 AM Application exte
|%| msfeedshs.dll 311,/2010 4:38 Ab Application exte



CVE-2010-0806 Patch Analysis
Acquire unpatched files

e You need to collect unpatched files from the operating
system that the patch is supposed to be installed.

o | used SortExecutables.exe from DarunGrim2 package to
consolidate the files. The files will be inside a directory with
version number string.

Microsoft Corporation » iepeers.dll » -

Include in library = Share with - Mew folder
it Mame ¥

6.00.2900.3660 (xpsp_sp2_gdr.091216-1517)
6.00.2900.3660 (xpsp_sp2_gfe.091216-1705)
7.00.6000.16981 (vista_gdr.091215-2244)
7.00.6000.17023 (vista_gdr.100222-0012)
8.00,6001.18854 (lenghorn_ieB_gdr.091026-1700)



CVE-2010-0806 Patch Analysis
Load the binaries from DarunGrim?2

e Launch DarunGrim2.exe and select "File — New
Diffing from IDA” from the menu

e You need to wait from few seconds to few minutes
depending on the binary size and disassembly complexity.

File Selections l-ghj

Select oniginal and patched binaries below and press OF to start analysiz.
You can alzo drag and drop files to edit box which iz more convenient

Source [“idb or executablel |7 00,6000.16981 [vista_adr.091215-2244 Niepeers itk Browse
Target [*idb or executablel |7 00.6000.17023 [vista_gdr. 100222-001 2)hiepeers idb Browse
Output [new DGF file to create] | P4 Microsoft Corporation Niepeers dINCYE-2010-0808  Browse

Cancel




CVE-2010-0806 Patch Analysis
Binary Level Analysis

« Now you have the list of functions

o Find any eye catching functions

o Like following, the match rate(the last column value) 86%

and 88% is a strong indication that it has some minor code
change which can be a security patch

Unmat... | Patched

Matched | Mat...

ct@VCHomePage@@...

Unrnat... | Different
O 0 ?717%CComObje
O 0 Tnvoke @ SID p atc hImpl@um tC ap..
| = )
n?




CVE-2010-0806 Patch Analysis
Function Level Analysis

o |[f you click the function match row, you will get a
matching graphs.

e Color codes

o The white blocks are matched blocks
o The yellow blocks are modified blocks
e The red blocks are unmatched blocks

o Unmatched block means that the block is inserted or
removed.

e So in this case, the red block is in patched part which means that block has
been inserted in the patch.



Eile View Graphs Help

Taet Mtribute @C Persist DataPeer@ QUAGJP AL

42083R50

moy edi, edi
puzh ebp
mow ebp, esp
sub esp, 10k
puzh ebx
push esi
push edi
wor edi, edi

b d
inz sll:v.!u?t IEEaEZDdBE?I

\

Function Le

42083879

moy ebx, [sbp+arg_0]
cmp [ [ehw+1 Eh gT:I
j2 loz_42083 38

42083BE6F

mov edi, 30070057k
jmp loc_42083C38

4

List Of Matches

I

E

42083885

c_m||: [ebe+20h], edi
oo 42083038

™,

4203363E

oy eaw, dward phr [ebp+pvarquesl anonymous_0]

cmp ax

mav dward ptr [ebp+pvarg. anonymaus_0], edl
oy dward plr [ebp+pvarg. anonymous_ T+4], edi
oy dword pir [ebp+peear 2%%03n ﬁous 048], edi

iz shoit loc_.

A

42083840

cmp ax, 4008k

=

e

u
PAG |
42DSSESD i
moy edi, edi
pus n
mmﬁ I
Ve HOMEDE, £ S I S =
cmp [ebp+arg_4] Bb:-:
pus em
inz shu:urt Ioc 420838?9
420838?9
oy eu:h ehp+arg ]
cmp [ed |I+1 h]. gE
iz zhort loc_ 421 236 26
£
42083BEF 42083881
moy esi, 20070057k - cmp [edi+20h]. ebx
imp loc_42083C38 iz short loc_42083B8D
42083880
oy 2ax, dward ptr [ebp+pyvarSre. anonymous_ ]
crip &, B

mow diword plr [ebp+pvarBDest anorymouz_0], ebw
oy diward plr [ebp+pvarg ezt anonpmoLs_ T+4], ebx
oy dward phr [ebp+pyvargD est. annnymnus 0+8]. ebx
iz short loz_ 42083007

\

42083B9F
crip ax, 4008h T

Functions Blocks l

Original | Patched Match R... | Type Fingerprint(COriginal) | Fingerprint(Patched) | Parent(Criginal) | Parent(Patched) |
O 42083BFC 501020402

O 42083886 d801020102

[]42083BF3 42083BF3 76% Tree 1202027a040201025c010...  1202027a04020102 42083BE7 42083BE7
[]42083BE7 42083BET 100% Tree 0502 0502 42083BDC 42083BDC
[]42083BEE 42083BEE 100% Tree 0502 0502 42083BDC 42083BDC
[]420838B2 42083BE1 85% Tree 8f05028f01025c01020402...  8f05028f01028f05025c01... 42083BAC 42083BAR
[]420838D5 42083BD5 100% Tree 73010204027 01020401 73010204027 01020401 42083BAC 42083BAB
[[]42083BDC 42083BDC 100% Tree 1b010101017a04010501 1h010101017a04010501 42083BCF 42083BCF
[[]42083BAC 42083BAB 100% Tree 101010501 101010501 42083BAG 42083BAS5
[]42083BCF 42083BCF 100% Tree 701020401 701020401 42083BAG 42083BAS5
[J42083C2E 42083 C2E 100% Tree 5c010204028f0102120202  5c010204028f0102120202 4208300 42083C0D
[J42083C2C 42083C2C 100% Tree d801020102 d&01020102 42083C0D 42083C0D
[]42083B46 42083BAS 100% Tree 101010501 101010501 42083BA0 42083B9F
[J42083C0D 42083C0D 100% Tree 7a010204027a01020302d...  7a010204027301020302d... 42083C01 42083C01
[]42083C04 42083C0A 100% Tree 5c01020402 501020402 42083C01 42083C01

m



CVE-2010-0806 Patch Analysis
Function Level Analysis

e S0 we just follow the control flow from the red block
and we can see that esi is eventually set as return
value(eax).

o We can guess that the patch is about sanitizing return value
when some condition is not met or something.

\J

42083C38
eax, edi

pppppp




The Problems with
Current Binary Diffing Tools

« Managing files are boring job.
 Downloading patches
o Storing old binaries/ Loading the files manually

« How do we know which function has security updates,
not feature updates?

o Just go through every modified functions?
— How about if the modified functions are too many?



The Solution = DarunGrim 3

e Bin Collector
o Binary Managing Functionality
o Automatic patch download and extraction
o Supports Microsoft Binaries
o Will support other major vendors soon

o Security Implication Score

o Shows you what functions have more security related
patches inside it.

e Web Interface

o User friendly
o By clicking through and you get the diffing results



Architecture Comparison
DarunGrim 2

Windows
GUI

Database
(sqlite)




Architecture Comparison
DarunGrim 3

Windows Web Console
GUI

Bin Collector
Diffing

Engine

Python

Interface

Database
Python
Interface

Database Binary
(sqlite) Storage



Performing Diffing

e Interactive
e Non-Interactive



Performing Diffing: Interactive

e Using DarunGrim2.exe Ul

o Just put the path for each binary and DarunGrim2.exe will do the rest of the job.

e DarunGrim2.exe + Two IDA sessions

 First launch DarunGrim2.exe

e Launch two IDA sessions

e First run DarunGrim2 plugin from the original binary

o Secondly run DarunGrim2 plugin from the patched binary

o DarunGrim2.exe will analyze the data that is collected through shared memory

o Using DarunGrim Web Console: a DarunGrim 3 Way

o User friendly user interface

e Includes "Bin Collector”/”Security Implication Score” support



Performing Diffing: Non-Interactive

o Using DarunGrim2C.exe command line tool
o Handy, Batch-able, Quick

e Using DarunGrim Python Interface: a DarunGrim 3
Way

« Handy, Batch-able, Quick, Really Scriptable



Diffing Engine
Python Interface

import

DiffFile( unpatched_filename, patched filename,
output_filename, log_filename, ida_path

Perfoms diassemblying using IDA

Runs as a background process

Runs DarunGrim |IDA plugin automatically
Runs the DiffEngine automatically on the files




Database
Python Interface

import

database = .Database( filename )
for function_match_info in database.GetFunctionMatchlnfo():
if function_match_info.non_match_count for the source > 0 or

function_match_info.non_match_count for the target > 0O:

print function_match_info.source_ function _name +
hex(function_match_info.source address) + "\t

print function_match_info.target function_name +
hex(function_match_info.target address) + "\t',

print str(function_match_info.block_type) + "\t',

print str(function_match_info.type) + "\t',

print str( function_match_info.match_rate ) + "%" + "\t',

print database.GetFunctionDisasmLinesMap( function_match_info.source _file id,
function_match_info.source address )

print database.GetMatchMapForFunction( function_match_info.source file id,
function_match_info.source address )




Bin Collector

o Binary collection & consolidation system
o Toolkit for constructing binary library
o |t is managed through Web Console

o It exposes some python interface, so it’s scriptable if you
want

o The whole code is written in Python

o |t maintains indexes and version information on the
binary files from the vendors.

o Download and extract patches automatically
o Currently limited functionality
o Currently it supports Microsoft binaries

o Adobe, Oracle binaries will be supported soon



Bin Collector
Collecting Binaries Automagically

It visits each vendors patch pages

o Use mechanize python package to scrap MS patch pages
o Use BeautifulSoup to parse the html pages

It extracts and archives binary files

o Use sglalchemy to index the files

Use PE version information to determine store location
o« <Company Name>\<File Name>\<Version Name>

You can make your own archive of binaries in more
organized way



Web Console Work Flow
Select Vendor

£) Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

6 - c g | el httpi1z7.0.0014 Wl ..‘]-

|2 | Mast Visited |J Getting Skarted (5 | Lakest Headlines |J Help Desk:, |J My Telephone |J Wb Slice Gallery

""""""""""""""

________________________

We only support Microsoft right now.
We are going to support Oracle and Adobe soon.



Web Console Work Flow
Select Patch Name

&) Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - C ‘a0 | el Httpf127.0,0,1/MSPatchList 7 | [

|2 Maost Yisited |_-L] Getting Started 5 | Lakest Headlines |_1'] Help Desk, |_-L] My Telephone |_1'] Wb Slice Gallery |_1'] W'ebrail

«! http://127.0.0.1 /M5PakchlList
-~ _iRemote Code Execution [9?8542] !

MS1EI 03 I-Mn::rnanﬁ securty Bulletin MS10-031 - Criticalvulnerability in Microsoft Yisual Basic for Applications Could
—Allow Rernote Code Execution (#78213)

MS1EI erl .-Mn::rn:usnﬁ mecurity Bulletin MS10-032 - Importantulnerahilities in Windows Kerel-hMode Drivers Could Allow
.Elevatu:un of Privilege (979559 !

MS1EI EI33' ‘Microsoft SEEUH’['_-,-' Bulletin M310-033 - Criticalvulnerabilities in Media Decompression Could Allow Remote

_______________________________________________________________________________________________________________________

I-:::::::::.-"-:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.—:::::::::‘

_______________________________________________________________________________________________________________________
-----------------------------------------------------------------------------------------------------------------------

b::::::::::b:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

b::::::::::b:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

vMicrosoft Security Bulletin MS10-038 - Importantyulnerahbilities in Microsoft Office Excel Could Allow Remate

MSIROE Cogepxecon QU274
MS10-039 039 -hf1||:r|:|snﬁ mecurity Bulletin M=10-039 - Importantulnerahilities in Microsoft SharePaoint Could Allow Elevation

S B
MS1EI Dm.-hﬂmrnanﬁ securty Bulletin MZ10-040 - Importantulnerability in Internet Infarmation Services Could Allow
__________ (Remote Code BN )
MS1EI EIJH " hf1||:r|:|snﬂ Security Bulletin M310-041 - Importantulnerability in Microsoft .NET Framework Could Allow

_______________________________________________________________________________________________________________________

Checlk for M= Patches Updates




Web Console Work Flow
Select OS

File Edit ‘Wwiew History Bookmarks Tools  Help

@ - ‘a1 | el httpiff127.0.0.1fPatchInforid=359 w | |28 »

@ Mask Visited |_1'] Gaetking Starked 5 | Lakest Headlines |_1'] Help Desk, |j My Telephone |j Web Slice Gallery |j Webrnail |j WWebsense - home

&) Mozilla Firefox

o http://127.0.0.1/PatchInfo?id=359 o -

)
_______________________________________________________________ S s ——————————————————;
Microsoft Windows 2000 Seice Pack 4 iPatchesWindows2000-KB9SBBABE ENUEXE
Windows ¥P Senvice Packd  iPatchestWindowsXPKBOSBB44EBENexe
1‘5"1"‘2'{'?‘3‘{%5?-??!‘1”_'{'% Pack3 ... [PachesWindowsXPKEO9EBALEEENUexs
:Wmdnws P Professional ¥64 Editian 'IPatches%WmdnwsSewerEDDS Windows X P-KB250644-
'Wmduws AP Professional x6d Edition Service Pack 2 F'att:hes%WmdnwsSewerEDDB WindowsP-KBISEE44-
Windows Servet 2003 Senice Packd _P_Elt_ﬁ_*l'%?‘f‘f‘i"_“_d_'?‘i‘f_s_??ﬂ'%E%D_@?_‘f_ﬁ_??aﬁ‘{‘% EeENexe ;
‘f‘i"'_fl'ﬁ_"?‘f*ifz Sewer A0 Serace Pack s  PatchesiWindowsSerer2003-KBI5B64E6-ENU exe ;
'Wmduws Serer 2003 x64 Edition .-Patches\WmdnwaSewerEDDS Windowes X P-KB958644-
eeiasammeesesieiseseesesssssissssssssiiiisssesssssisisssssssssesd DERENUEXe
:Wmduws server 2003 x64 Edition Service Pack 2 .Eg;cgﬁlﬂ\!::;dnwsSewerEDDS WindowsAP-KBI58644-




Web Console Work Flow
Select a File

o http://127.0.0.1/...h_id=359&id=2062 | -~
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GDR(General Distribution): a binary marked as GDR contains only
security related changes that have been made to the binary

QFE(Quick Fix Engineering)/LDR(Limited Distribution Release): a
binary marked as QFE/LDR contains both security related changes
that have been made to the binaryas well as any functionality

changes that have been made to it.

@ - 3 | el htp:ff127.0.0.1/DownloadiInfo?patch_id=3598id=2062

|2 Most Yisited ._] Getting Started Latest Headlines J Help Cesk. ._] My Telephone ._] Web Sli

List =hS03-067



Web Console Work Flow
Initiate Diffing

List >MS03-067 =WWindows #F Service Pack 3

;Dperatmg I :
F"Eﬂmﬂetap'ﬂd”
Unpatched MSDE 070: T:mat\Projects\Binaries®WWindows XPWlicrosoft Carporationtnetapi32. divg . 1.2600. 2576 I
Filenarne (sp_sp2_gdr 0B0B17-0008)netapi32 0l
Patched L MS08-067: T-wnat\Projects\Binaries\Windows XP\WMicrosoft Corporationinetapi32. difg.1.2600.53462 I
Filenarne  {(sp_sp2_gdr 0810181244 netapid2 0l

=tart Diffing

The unpatched file is automagically guessed based on the file name and version string.



Web Console Work Flow

¥) Mozilla Firefox

File Edit ‘iew  History

& -c

LRI

Unpatched

sub_5B8EAYEE
CanonicalizePathMame@20

loc_SBEEEBEAS0

Bookmarks

|2 | Most Visited |_L] Getting Started S

o http://127.0.0.1/...&target_id=11031

Check the results

Tools  Help

pr °3-

A | Latest Headlines |_L] Help Desk. |_-L] My Telephone |_L] Wb Slice Gallery |_L] YWebrnail |_L] Websense - home

hkbp: i 127.0.0,1/StartDiff fpatch_id=35%download_id=2062&file_id=110318s0 7 -

List =MZ08-067 =Windows 2P Serice Pack 3 =netapia2. dil

4 Security Implication Score

%+ Patched %
sub SBEEALTY ]
CanonicalizePathMamed20 1
loc_SBBEB445 a

Daone




Web Console Work Flow
Check the results

) Mozilla Firefox

File Edit ‘iew Histary  Bookmarks Toals  Help
é - C ‘g | el http:if{127.0.0.1/ShowBasicBlockMatchInfo?patch_id=3598download_id=206zad 77 - | |2 - e
@ Mask Wisited |j Getking Starked |5 | Lakest Headlines |j Help Desk, |j| My Telephone |j Web Slice Gallery |j Webmail |j W'ebsense - home
o http://127.0.0.1/...dress=1535550066 - -
| | i~
1z loc_5B87E7D4 a0
;cmp ax, si cmp ax, dx
Ejz loc SBESEDSED an short loc_5B8757C1 3
[OBB6AZF1]
push eax ; Source
push edi ; Dest
call ds:__imp__
test by, bx
pop ecx v
Done




Reading Results

o Locate security patches as quickly as possible

o Sometimes the diff results are not clear because of a
lot of noises.

e The noise is caused by

o Feature updates

o Code cleanup
Refactoring

Compiler option change

Compiler change



Identifying Security Patches

o Not all patches are security patches
o Sometimes it’s like finding needles in the sand

« We need a way for locating patches with strong
security implication



Identifying Security Patches
Security Implication Score

o DarunGrim 3 provides script interface to the Diffing
Engine

o DarunGrim 3 provides basic set of pattern matching

o We calculate Security Implication Score using this
Python interface

o The pattern matching should be easy to extend as the
researcher get to know new patterns

e You can add new patterns if you want.



Examples

o Examples for each vulnerability classes.
e DarunGrim2 and DarunGrim3 examples are shown.

o Security Implication Scores are shown for some
examples.



Stack Based Buffer Overflow:
MS06-070

List =M306-070 =Microsoft Windows XP Senice Pack 2 — »netapid2 dll

Unpatched + Patched % Security Implication Score -
MNetphManagelPCConnect(@16 MNetphlanagelPCConnect(@ 16 B

sub_5B88F5EB sub_5B869B96 2




Stack Based Buffer Overflow:
MS06-070/_NetpManageIPCConnect@16

push edi i
cmp word ptr [esi], 5Ch |
+mov edi, [ebp+Str]
push edi i
+push ebx ; Str
maov edi, [ebp+5tr] |
»mov [ebp+var_2B8], eax
mov [ebp+var_2B4], eax |
nlea esi, [ebp+UseName] :
lea eax, [ebp+UseName]

mov [ebp+ParmError], ebix

|z short loc_5B885189 ¥
L pop ecx

jbe short loc_5B885199 :

| name %ows t"...

| pop eax

i jmp loc_5B885304




Stack Based Buffer Overflow:

Signatures

o Pattern matching for string length checking routines is
a good sign for stack or heap based overflow.

o There are variations of string length check routines.

o strlen, wcslen, _mbslen, mbstrlen


http://msdn.microsoft.com/en-us/library/78zh94ax%28VS.71%29.aspx

Stack Based Buffer Overflow(Logic
Error): MS08-067

o Conficker worm exploited this vulnerability to
propagate through internal network.

o Easy target for binary diffing

o only 2 functions changed.
e One is a change in calling convention.
o The other is the function that has the vulnerability



Stack Based Buffer Overflow(Logic
Error): MS08-067

List =MS08-067 =Windows XP Senice Pack 2 =netapid2 dll

Unpatched %+ Patched 4+ Security Implication Score -
sub 5B86AZ6E sub 5BB6AZTZ 20
CanonicalizePathMame@20 CanonicalizePathMName@20 1

loc_5B86B490 loc_5BBBB448 0




Stack Based Buffer Overflow(Logic
Error): MS08-067

'@] TAmat\Projects\ResearchTools\Binan\StaticAnalysis\DarunGrim2\src\ TestCases\MS08-067-Vulnerability in Server Service C... IEIE'&J

File Graphs Help

R

sub_BBEGARTR sub_BBEGARTA

=

m

List Of Matches

Functions Blocks l

Original | Patched Mat... Type Fingerprint{Original) | Fingerprint(Patched) | Parent{Original) | Pa «

Fingerprint 5c010204027a01020102 5c010204027a01020102
[[15B86D865 5BEGASEL 100% Tree 2c010220102 2c01022e0102 SBEEDESC 5B




Stack Based Buffer Over

Error): MS08-06

List =MS08-067 =Windows XP Semvice Pack 2 »=netapid2 dil =Functions

flow(Logic

\[5B86A26B]

imuu edi, edi
ush ebp
' mov ebp, esp

ipush ecx

imov ecx, [ebp+arg 0]

' mov ax, [ecx]
Epush ehx

ipush esi
‘push edi
ixor ebx, ebx

ixur edi, edi
icmp ax, 5Ch

push 2Fh

imuu [ebp+var_4], ebx
ipup esi
jz loc_5B86DA8D

atched: sub_5B86A272

[5B86A272]

Eimuu edi, edi
iipush ebp
Eimuv ebp, esp

Eisub esp, 0Ch

iipush esi

1MoV esi, eax

hIIIIIIIIIIjIIlllIIIIIIIIIIIIIIIIIIIlIIIIIIIIIIIIIIIIIIIIIIIE :

zpush ed

HARLS

Zpush esi ; Str

call ds:__imp__ weslen

LHAREH 1

ST

ﬁi;ﬁ};lﬁ;&lIétj%f?;r#éijIIIIIIIIIIllIIIIIIIIIIIIIIIIIIIIIIIII E

Eipop BCx

' push 2Fh

i'pop edx

ilea eax, [esi+eax™2+2]

Eipush 5Ch

;imuu [ebptvar_8], eax
;imuv ax, [esi]

;ixor ebx, ebx

iipup edi
ﬂhIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

£
Siemp ax, di £
3 E

t

:immr. L

nmov [ebp+pszlest], ebx




Stack Based Buffer Overflow(Logic
Error): MS08-067

i [5B878300]

push eax ; pszSrc

| mov eax, [ebptvar_8]

O RN LR




Stack Based Buffer Overflow(Logic
Error): MS08-067

StringCchCopyW

http://msdn.microsoft.com/en-us/library/ms647527%28VS.85%29.aspx

Syntax

Copy

HRESULT StringCchCopy( a
_out LPT5TR pszDest,
__in  size t cchDest,
__in  LPCTSTR psz5rc

)s

Compared to the functions it replaces, StringCchCopy provides additional processing for proper buffer handling in your code, Poor
buffer handling is implicated in many security issues that involve buffer averruns, StringCchCopy always null-terminates a non-zero-
length destination buffer.

Behavior is undefined if the strings pointed to by pszSrc and pszDest overlap.


http://msdn.microsoft.com/en-us/library/ms647527(VS.85).aspx

Stack Based Buffer Overflow:

Signatures

Pattern matching for safe string manipulation functions
are good sign for buffer overflow patches.

o Strsafe Functions

— StringCbCat, StringCbCatEx, StringCbCatN, StringCbCatNEXx, StringCbCopy, StringCbCopyEX,
StringCbCopyN, StringCbCopyNEXx, StringCbGets, StringCbGetsEx, StringCbLength,
StringCbPrintf, StringCbPrintfEx, StringCbVPrintf, StringCbVPrintfEx, StringCchCat,
StringCchCatEx, StringCchCatN, StringCchCatNEXx, StringCchCopy, StringCchCopyEx,
StringCchCopyN, StringCchCopyNEXx, StringCchGets, StringCchGetsEx, StringCchLength,
StringCchPrintf, StringCchPrintfEx, StringCchVPrintf, StringCchVPrintfEx

o Other Safe String Manipulation Functions

— strcpy_s, wWcescpy_s, _mbscpy_s

— strcat_s, wcscat_s, _mbscat_s

— strncat_s, _strncat_s_[, wecsncat_s, _wcsncat_s |, _mbsncat_s, _mbsncat_s_|

— strncpy_s, _strncpy_s_I, wesncpy_s, _wcesncpy_s I, _mbsncpy_s, _mbsncpy_s_|
— sprintf_s, sprintf s I, swprintf_s, swprintf s_|I


http://msdn.microsoft.com/en-us/library/ff468908%28v=VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/td1esda9.aspx
http://msdn.microsoft.com/en-us/library/d45bbxx4.aspx
http://msdn.microsoft.com/en-us/library/w6w3kbaf.aspx
http://msdn.microsoft.com/en-us/library/5dae5d43.aspx
http://msdn.microsoft.com/en-us/library/ce3zzk1k.aspx

Stack Based Buffer Overflow:

Signatures

« Removal of unsafe string routines is a good signature.

—  strcpy, wcscpy, _mbscpy

— strcat, wcscat, _mbscat

— sprintf, _sprintf_I, swprintf, _swprintf_[, __ swprintf_|

— vsprintf, _vsprintf_I, vswprintf, _vswprintf I, __ vswprintf_|I

— vsnprintf, _vsnprintf, _vsnprintf_I, _vsnwprintf, _vsnwprintf_|I


http://msdn.microsoft.com/en-us/library/kk6xf663.aspx
http://msdn.microsoft.com/en-us/library/h1x0y282.aspx
http://msdn.microsoft.com/en-us/library/ybk95axf.aspx
http://msdn.microsoft.com/en-us/library/28d5ce15.aspx
http://msdn.microsoft.com/en-us/library/1kt27hek.aspx

Integer Overflow
MS10-030

List »MS10-030 =Microsoft Outlook Express 6 >inetcomm.dll

Security
Unpatched % Patched 4+ Implication -
Score
7HootProps_EndChildren@CHTTPMailTrans port @EQAEJKZ ?Contactinfo_EndChildren@CHTTPMailTrans port @@ QAEJKZ g
STR_ATT_COMBINED STR_ATT_RENDERED 4
PResponseSTAT@CPOP3Transpot @@AAEXKZ | ?ResponseSTAT@CPOP3Transpot@@AAEXE 4§
IResizeMsgSeqNumTable@CImapiAgent@@UAGIK@Z | ?ResizeMsgSeqNumTable@CimaptAgent @@UAGIK@Z 4
STR_ATT_NORMSUB.J STR_ATT_RENDERED 3
STR_ATT PRIORITY STR_ATT_RENDERED 3
?ResponseGenericlist@CPOP3Trans port @ @AAEXE ?ResponseGenericlist@CPOP3Trans port@@AAEXE 3
?ProcessTransactTestResponse@CNNTPTranspot @ @AAEJXE ?StartLogon@CHNNTPTrans port@@AAEXKE 3
?GetMsgSeghumTolIDAray@ClmapdAgent@@UAGIPAPAKPAK  ?GetMsgSegNumTolIDAray@Clmapd Agent@@UAGIPAPAKPAK 3
@7 @7
STR_ATT _SERVER STR_ATT_FORMAT 2
2?1 CActiveMovie@@UAE@XZ ??1CBGImage@@UAE@XZ 2
?CheckForCompleteResponse@Clmapd Agent@@AAEXPADKPAW  ?CheckForCompleteResponse@Clmapd Agent@@AAEXPADKPAW 2
4IMAP_RESPONSE_ID@@@Z 4IMAP RESPONSE ID@@@s
STR_ATT_STOREMSGID STR_ATT_RENDERED 1
STR_ATT _FORWARDTO STR_ATT_FORMAT 1

TExcluzivelnlack@CExShareLackWithMestAllowad @ @QAEXT TExclusivelnlack@CExShareLock@@ QAT 1




Integer Overflow
MS10-030
Integer Comparison Routine

L Ty Y STy Sy Sy SRy L Y S S R ]
"""""""""""""""""""""""""""""""""" e |

 [T618DEOT]
: '\lea eax, [ebp+var_C]

EITE"BDCFD] Eipush eax ; unsigned __int32 * '

Emn:w ecx, ebx

Eipush 4 |
ishlecx.? '

iipnp ecx -

:EIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

ilea eax, [esi+584h] S §
: ) ) EFIIIIIIIIIIIIIIIIIIII.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII: E
ipush ecx ; unsigned _ int32 EE”’“—" aox
E|EEI El:“ [ESH‘EBDh] ig:l.iré'}-'l",E.:H;{'"'""""""'""""""""""—' i

| . T It _ _
:':""Sh eax ; void 2oush eax ; unsigned  int64

e

plLL2 [edi], ebx iimw [ebp+var_C], edi '

{call 2HrAlloc@@Y GJPAPAXK@Z: HrAlloc(void * * ulong)

' mov [ebp+var_10], edi
IdlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

itest eax, eax Zcall ?ULongLongToULong@@YGJ_KPAK@Z:
imuu [ebp+var_10], eax sULonglongToULong{unsigned __int64_ulong *)

:
.5

cmp eax, edi

-
s

{jl short loc_7618DD36

iimn:w [ebptvar_14], eax .
1 :!IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl:

5l short loc
L ITTRTEETS




Integer Overflow
MS10-030

________________________________________________________________________________________________________________________________________

|[7618DCCE]

;push [ebp+IpSrc] ; IpSrc

émnu edi, ds: _imp_ StriolntA@4; StrTolntA{x)
Ecall edi ; StrTolntAlx); StrTolntA(x)

;push [ebp+var_8] ; IpSrc

'mov ebx, eax

icall edi ; StrTolntA(x); StrTolntA(x)

icmp dword ptr [esi+578h], 0

'mav [ebp+var_C], eax

{jnz short loc_7618DD2C

Epuah [ebp+lpSrc] ; IpSrc g
Emw edi, ds: _imp_ StriolntA@4; StrTolntA(x) é
Ecall edi ; StrTolntAfx); StrTolntAfx) g
Tpush [ebpar. 8] IpSIc.
Tcal odi ; StiTolntAx); SToIntA(Y |
iéxnr edi, edi
iicmp [esi+578h], edi
;;mw [ebp+var_18], eax
an short loc_7TE18DESE




Integer Overflow
Signatures

o Additional string to integer conversion functions can
be used to check sanity of an integer derived from
string.

« ULonglLongToULong Function

— In case of multiplication operation is done on 32bit integer values,
it can overflow. This function can help to see if the overflow
happened.

o atoi, _atoi [, wtoi, _wtoi_Il or StrTolnt Function functions
might appear on both sides of functions.


http://msdn.microsoft.com/en-us/library/bb762429%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/yd5xkb5c.aspx
http://msdn.microsoft.com/en-us/library/bb773446%28VS.85%29.aspx

Integer Overflow
JRE Font Manager Buffer Overflow(Sun
Alert 254571)

¥ TAmat\Projects\ResearchTools\Binary\StaticAnalysis\DarunGrim2\src\Bin\fontmanager.dll-6.0.10.6-6.0.120.4.dgf
File Graphs Help

sub_6D2C4A60 sub_6D244AF2

posrrest -
call sub_BO2C4922 I/\\) | emp edi, ea | n

jnb short loc_ED244B2E

\

ED2C4ATS ey
push edi )
Teacan raoah] e
o3 eay, [edis . X
cmp eat, 2000000k jnk short loc_ED244B25

jnb short loc_ED2C4A20

N

» EDZC4AES

EO2C4ASD push ean; size_t
call d:malloc

m

m

HOT eay, eay

pop eck
jmp shart loe_E0Z2C4A8F

»
BDZC4ASF

test ean, eay
jnz short loc_BOZC4A3A

\ §0244B32

ED2C4A34 moy dword pir [eax], 0A853CEAAR

miw dword prr [ean], 0AARICEARK ED244B2E mow [eaned], ec!i
miow [ean4], edi lea ecy, [eaneedi]
lea ect, [ean-edi] push 2718h mow byte ptr [ecx«8], Ak

mow byte pir [2oxs5], 5k imp shart loc_E0244E7A mow byte ptr [ecx+3], OF Ok
mow byte ptr [ecxe3], 0FOh - miow edi, [esie8]

rmin [ecisd] adi
4 1 2 4 L [3

List Of Matches

Functions Blocks l

Criginal | Patched Match R... | Type Fingerprint{Criginal) | Fingerprint(Patched) | Parent(Criginal) | Parent(Patched) | o
a 60244827 ccd201020102

O 6D244B1B ccBf0102cc120202ccB60...

a 6D244B25 ccdd01020102

[J6D2C4ADg 60244871 100% Tree cclb01020102 cc1b01020102 6D2C4AD3 6D244B6B =
[JeD2c4acC 6D244B64 100% Tree cc2c0102cc1b01020102 cc2c0102ec1k01020102 6D2C4ACE GD244B5E

[J6D2C4AD3 6D244B6B 100% Fingerprint  cc7a03020102cc2c0402 cc7a3020102cc2c0402 0 0

[J6D2C4ADD 6D244B75 100% Tree cchf0502 ccBf0502 6D2C4ABD 6D244B55

[J6D2C4ACE 6D244B5E 100% Tree cclb03020502 cc1b03020502 6D2C4ABD 60244855

[]6D2C4AES 60244880 100% Fingerprint  ccB60102cc0601020502¢c...  ccBE0102cc0601020502¢c... O 0

[]6D2C4ABD 6D244B55 100% Fingerprint  cc7a01020402ccd801020... cc7a01020402ccd201020... O 0

[J6D2C4ARG 6D244B4E 100% Tree cchfD502 ccBf0502 60D2C4A94 60244832

[]6D2C4AE2 GD244B7A 100% Tree cclf0102cc100702 ccBf0102cc100702 6D2C4ABG GD244B4E il
Mlenyraana ENAAD2Y 1nnos Cimmmrmrimd AeTANNWNEADY -~ T-NANTIN TSN MNEAD -~ T-NANIN n n

AT TE—— T, T, T, T S == ——



Integer Overflow

JRE Font Manager Buffer Overflow(Sun
« - Alert 25457/ lﬁasztm

ED2C4A 74
push edi
miow edi, [esp+10h]
lea eay, [edi+0A8h] EDE-HEIH
cmp eai, 2000000k
jnb zhart loe_BO2C4A20 lea ecy, [edi+DAh]
CITIp B0, 8%
/ \ inb short loc_BOZ44B25
» ED2C4483
ED2C4A20 push eay; size

call ds:mallos

HOT 23, ean
pop e

|m|:| short loc_EOZ2C408F

text:6D2C4A75 mov  edi, [esp+10h] text:6D244B06 push edi




Integer Overflow
Signatures

o Additional cmp x86 operation is a good sign of integer
overflow check.

o It will perform additional range check for the integer before
and after of the arithmetic operation

o Counting additional number of "cmp” instruction in
patched function might help deciding integer overflow.



Insufficient Validation of Parameters
Java Deployment Toolkit

File Wiew Graphs Help

sub_1000B7E1 sub_1000B7B4
1000B 7E1 - 1000B7E4
puzh ebp wor al, al
mioy ebp, ESE retn
sub esp, 268
pLizh hel:up+ar 0] : char * -
call sub_1000E245 I
test al, al
) pop ey
jhz ghort loc_1000B7CI

1000B7C7

OpentComrmand"

Data
: IpType




Insufficient Validation of Parameters
Java Deployment Toolkit

o Unpatched one has whole a lot of red and yellow
blocks.

e The whole function’s basic blocks have been removed.
o This is the quick fix for @taviso’s 0-day.

e The function is responsible for querying registry key
for JNLPFile Shell Open key and launching it using
CreateProcessA API.



Insufficient Validation of Parameters
Signatures

o |[f validation of parameters are related to process
creation routine, we can check if the original or
patched function has a process creation related APIs
like CreateProcess Function in modified functions.


http://msdn.microsoft.com/en-us/library/ms682425%28VS.85%29.aspx

Invalid Argument
MS09-020:WebDav case

?ScConvertToWide@@YDPED... 0

?5cConvert ToWide@@YIJPEDPAIPAGIHEZ

?ScConvertToWide@@YDPBDPA... 0 10

16 80%

&3 SOF, [San+1]
miow eay, [ebp-12CH]
push dward ptr [eax] ; cchiwideChar
miow ead, [ebp-124h]
push dword ptr [ebp-130k]; [phWideCharStre
sub eax, esi
push ebi ; cohhultiEyte
push dword ptr [ebp-128h]; [phultiByteStr
neq eak
sbb ean, ean
and eay, §
push ean; dwFlags
push dword ptr [ebp-124h]; CodePage
call edi; MultiByte TowideChar(ug, g, uum]; MultiByke TowideChar|
e st eal, ean
jnz short loc_EBFOEITE2

N

EFOEIEF2

Orginal

callds:__imp_ GetlastError@; GetlastErrar|]

cmp eay, TAh

'

Patched

EFOEIEES

push dword ptr [eby] ; cehwideChar
mio esi, dsimp_ MultiByteToWideChan@24; MultiByte TowideCharum, i)
puzh dward ptr [ebp-12Ch]; IpWideCharStr
sub eay, ey
lea edi, [eand]
push edi ; cechMultiByte
push dward ptr [ebp-124h]; IphultiByteSir
push & ; dwFlags
push dward ptr [ebp-128h]; CodePage
call esi; MultiByte Towide Char(sg, i ng); MultiByte TowideChar s, ms)
Lesh eal, eat
jnz short loc_EFOEA733

EFOE3EE]

miow ebi, ds;
call eby ; GetLastError); GetLastError)

imp__GetLastErron@]; Getl astE

cmp eay, TAhk
jnz short loc_EBFOEATOT




Invalid Argument

MS09-020:WebDav case
Flags has changed

1= T, L'.'-:n'-"'lj
. . moy eai, [ebp-12Ch]
Ol'lgll'la| push dword per [2ax]; cchwWideChar
moy eak, [ebp-124h]
push dword ptr [ebp-120h]; IpWideCharStr
sub eay, esi
puzh eby ; cechhAultiByte
push dword plr [2bp: 122h]: e Byt e S
sbb eax, ean
and eax, 8
FblEh e Al lags i
push dward ptr [ebp-124h]; CodeFage
call edi; MultiByte TowideChar[z,2q,8,8.1]; MultiByte To'wWideChar|

puzh dward ptr [eby] ; cchwidelChar
Patched moy esi, d=: imp_ MultiByte TowWideChara24; MultiByke TowideChar@m,80m 1]
push dword pir [ebp-12Ch]: IpwideCharSir
sub eay, ecy
lea edi, [ean+]

puzh edi; cchMultiEyte

puzh dward ptr [ebp-124h]; IphAultiByteStr
= plsk' R dwFlags

push dword pir [ebp-128h] ©8dePage
call esi; MultiByte TowideChar(sune0 1] MultiByte TowideChar(x, gm0 1)



Invalid Argument

MS09-020:WebDav case
What does flag 8 mean?

MSDN (http://msdn.microsoft.com/en-us/library/dd31 9072(VS.85).aspx) declares like
following:

MB_ERR_INVALID CHARS
Windows Vista and later: The function does not drop illegal code points if

the application does not set this flag.

Windows 2000 Service Pack 4, Windows XP: Fail if an invalid input character is
encountered. If this flag is not set, the function silently drops illegal code
points. A call to GetLastError returns

ERROR NO UNICODE_TRANSLATION.




Invalid Argument

MS09-020:WebDav case
Broken UTF8 Heuristics?

6F0695EA mov  esi, OFDESN

6F069641 call ?FIsUTF8Url@@YIHPBD@Z ;
FIsUTF8Url(char const *)
6F069646 test eax, eax
if(leax)
{
6F0695C3 xor  edi, edi
6F06964A mov  [ebp-124h], edi
lelse

{

}

6F0696C9 mov  eax, [ebp-124h]
6F0696D5 sub  eax, esi
6F0696DE neg eax

6F0696EOD sbb  eax, eax
6F0696E2 and eax, 8

6F069650 cmp  [ebp-124h], esi



Insufficient Validation of Parameters
Signatures

o This issue is related to string conversion routine like
MultiByteToWideChar Function, we can check if the
modified or inserted, removed blocks have these kinds
of APIs used in it.

 If the pattern is found, it's a strong sign of invalid
parameter checks.


http://msdn.microsoft.com/en-us/library/dd319072%28VS.85%29.aspx

Use-After-Free: CVE-2010-0249-Vulnerability in Internet
Explorer Could Allow Remote Code Execution

?FireE vent@CE lement@@EAEJPBUPROPERTYDESC_BASICEEHPAYCT reeM ode @@ PALUEVENTINFOEEH

?FireE vent@CE lement G@IAEIFBUPROPERTYDESC_BASICEEHPAVCT ree odeEE PALEYEM TINFOEEH

70535854

ot

ebp+var 9

crip Eiebpwar 14]. ebx
j2 loc_7DRI72

edl

/

7D535863

b
e or oA

403k

/

/D535E87E

moy eaw, [ebp+ar
oy [ebpwar 1041, eaﬂ
imp loc_FO5272CE

/ inz loc_7D 595884

FD5272CE

cmp esi, ebx

700

crip [[ebp+\
mav [ebp+
j2 loc_7T

_/

FDD3E348F

CIip [ebp+ar
inz loc_ ?D%BAEEE

/

fDD3E343C

puzh [ebp+arg_2
lea ea:-: ebpwar 1]D4]

imp loc_FDCBASZE

"R eplacePtr@C T reeM odeEEs GIPARPAYT @PAW @@Z CTreeMode: ReplacePt[CTreel ode = * CTreeMode ©)

¥

JDCBASZE

cmp esi, ebx
inz Icu: 7DD338B0

/



Use-After-Free: CVE-2010-0249-Vulnerability in Internet

Explorer Could Allow Remote Code Execution

FireEventtouzeE nterleave@CE lement @0 AEHPAYCT reeM odel@@RPAY CM ez age@@FFLI0000PALE

PFireEventMouzeE nterlLeave@CE lement@EHAEHPAYCT reeM odel@@PAY CM ez age@@FFLI0000PALIE

wor [ehp+var 38), eax
movsx eax, [ebp+arg_8)
oy [ebpwar CC), ean
may ea, [edi+E0h]
Moy [ebpwar BC], eax
mov eax, [ebp+arg 18]
mov [ebp+war_DC], eax
mov eax, [ebp+arg_1C]
maoy [ebp+var_DE], eax
rnc'\-' ear: [ehp+ar 0]

A shr eax, 0Bh

wor eaw, [ebp+var_38]
and eax, 10h

wor [ebpwar 28], ean

movss eax, [ebp+arg_8]

maoy [ebpwar CLC]. eax

oy eaw, [edi+B0h]
mav [ebp+var_BC], eax
lea eax, [ebp+war_DC]

puzh eax
W BCH, [ea call ?ReplacePtr@CT reeM oded@i@s GIPAPAY T @PAVT @ier; CTreeMode::ReplaceP(CTrieeMode * = CTieeMode ¥
call ’r‘GetMalkupF‘tl@EEIement@@BEEPﬂ«VEMarkup@@Q CElement:; G eth arkupPtrlwoid] push [ebp+arg_1C
N0 2321, Bay lea eaH [e |:|+'-far 0a]
I . [ebi [t
EEy el 5 call FFreplacePUECTreeNode@ESGIPAPAY ] GPAVT BES: CTreeNode: FieplacePt{CTiesNode * * CTreeMade
puzh ez

imp loc_7DDOBEOT
mov eax, [ebp+arg_0]

moy ecH, [eax
call ?GetMarkupPtr@ECE lement@EELEBE Pal CM arkup@EEis: CElement: Gettd arkupPvaoid)

lea eax, [ebp+var_DC)

puzh eax
Thish arkupEEy GPAPAYCT reeM ode@E@PAVCM ark up@E@PA) &7 TranstormT oT hisMarkup[CTreeMode * *, Charkup * long ]
lea eax, [ebp+var_B4]

mu:w £, BaK
pusl&ea:-: s [ L‘I e
ey, [ebp+val
lea ea:-: [gt.pe*.\!-ar ]| -mmTUTalgetMarkup@EVENTP.&H.&M@@Q.&EXPN{EM?E)E B@B@GLZ EWVEMTFARAM::TransformModeFromT oT argethd ark.up[C
uzh & imp loc:
Thist arkup@@YGXF’AF’.&VETleeNDde@@P.g\fEhc-lialkup?C?Pgéul%Z; TransformT oT hist arkup[CTreeMode * * CMarkup * long *) ID'-[JS':l e
b Cx, [&
e [ehp+arg_l:?mnl:flfg;\;j_;s %é'}?%égcg'Ememmmmeemer 1eTnTnTargetMarkup@EVENTPﬁHﬂ«M@@QAEXPﬁYCMarEuE@@éZ EVENTPARAM: TransfomodeT oT oT argetM arkuplCM,
jmp loc
Iz 1%, cp dword ptr [edi+4], 8004k
mow [ebp+arg C], offset s propdescCElementonmouseenter
ihz Tac_FDD33C03
705595988 \
mov [ebp+arg_C], offset _s_propdescCE lementonmouseleave
imp Toz_70A7BDSE TOD33C08
mow [ebp+arg_C), offset _s_proy descEEIementDnmausel
/ impToc_fDDOBEAC

7DA7BDSE
Moy eay, [ebp+ar%TC]

rome Arw [Raws

ThnhnREd™



Use-After-Free: CVE-2010-0249-Vulnerability in Internet
Explorer Could Allow Remote Code Execution

Unpatched

P T e - -— — -, N

|al xrefs to CTreeMode:ReplacePtr{CTreeNode * * CTreeMNode *) P - l = | (=] ihj
Dire...  T. Address Text
{ ALIN]5] Mezsage;: SethlodeHiCTreeMode *+C cal  ?ReplacePrECT reei ode@@S Gl PAPAY T @PANT (@87 CTreeMode::ReplaceP[CTr |
lbUp p  CDoc:OrMousebessage(uintuint long.long *intintint+29F2  cal  ?ReplacePri@CT reeMode@@s GIPAPAY @PAYV] EEZ; CTreeMode;:ReplaceP(CT e
lWlUp p  CMeszage:~ChMessagelvoid)+E cal  ?ReplacePtr@CT reeM ode@@s Gl PAPAYT @PAYWT @@L CTreeMode::ReplacePtCT e
D, p  DlGetClassObject.««+3913 cal  ?ReplacePtr@CT reeM ode@@s Gl PAPAYT @PAYWT @@L CTreeMode::ReplacePtCT e
WD, p CDoc:Pumphessage[Cheszage *.CTreeMode = intj+26E 5F cal  ?ReplacePr@CT reeM ode@@s Gl PAPAYT @PAYWT @@L CTreeMode::ReplacePCT e
WD, p  CDocoOnMouseMessage(uintuint longlong intintintl+350..  cal  7ReplacePhECT reeh ode@iEs Gl PaPay @PA EEE: CTreeMode;:ReplaceP(CT re




Use-After-Free: CVE-2010-0249-Vulnerability in Internet
Explorer Could Allow Remote Code Execution

Patched

3k 125 1o CTreeNode:ReplacePtr(CTreeNode * - ClrecNod= - NN o A s - = o |

Dire.. T. = Address Text
). CDoc:Handles electiontessage(CM 2 *int EVEMTIMFO * HM_TYPEJ+... call ?ReplacePr@CT reei ode@EE@s GlPAPAYT EPAVT @ CTreeMode::ReplacePtr(C
llUp p  CDoc:Ontouzetessage(uintuint long.long *.intintint]+29EE cal  YReplacePtr@CT reeM oded@@s Gl PAPAY T @PAYT @@, CTreetMode::ReplacePtrC
D, p  CDoc:OnMousebessageluintuint long.long *intintint}+352FD cal  TReplacePtr@CT reeh oded@@s Gl PAPAY T @PAYT @@, CTreeMode::ReplacePtr(C
D p CDoc:Pumphdessage[Cheszage *.CTreeMode *int+270B9 cal  TReplacePr@CT reeM oded@@s Gl PAPAY T @PAYT @@, CTreeMode::ReplacePr(C
lllD... p  CElement:EubbleE vertHelperCTreeM ode = long.lang.langintint *+78F 25 cal  ?ReplacePr@CT reeM ode@E@S GIPAPAYT @PAVT @@ CTreeMade::ReplaceP(C
lWlD.. p  CElement:BubbleE vertHelperCTreeM ode * long long,long.int int )+ 79F5E cal  "ReplacePtri@CT reeM ode(@(@s GIPAPAY T PN (227 CTreeMode: ReplacePt(C
WD, p  CElement:FieEventPROPERTYDESC BASIC const *int CTreeMode *long,... call  ?ReplacePr@CT reel ode@i@s GPAPAY T @PAY @37 ; CTreeM ode::FleplacePi(C
lllD.. p  CElement:FireEventtouseE nterLeave(CTreeNode * CMessage *.short,short,)..  cal  7ReplacePir@CT reel odef@ims GPAPAY ] @PAY @EZ; CTreeM ode::FleplacePi(C
WD, p  CElement:FireEventtouseE nterleave(CTreeNode * CMessage *.shortshort..  cal  7ReplacePr@CT reel odef@i@s GPAPAY T @PAY] @EF; CTreeMode::FeplacePt
lWlD.. p  CElement:FireStdE vent_MouseHelperCTreeMode * Cheszage *shortshotl..  cal  7ReplacePr@CT reeM ode@i@s GIPAPAY T @PAY] @EE; CTreeMode::FeplacePt
M llUp p  CElement:FieStdE vent_MouseHelperCTreeMode * Chessage * shortshort ). call  ?ReplacePtr@CT reeh odel@@ms G PAPAY ] @PAY] @EF; CTreeMode:FeplacePt(C
lllUp p  CElement:Fie_aActivationH elperlong CE lement = long.intintint EVENTINFO .. call ?ReplacePtr@CT reeh odel@ms G PAPay ] @PAY] @EE; CTreeMode::FeplaceP(C
lllD... p  CElement:Fie_ActivationH elperlong.CE lement = long.intintint EVENTINFO .. call ?ReplacePtr@CT reah odel@ms GPAPAY T @PAY] @EF; CTreeMode::FeplacePt(C
lllD... p  CElement:Fie_ActivationH elperlong.CE lement = long.intintint EVENTINFO .. call ?ReplacePtr@CT reah odel@ms GPAPAY T @PAY] @EF; CTreeMode::FeplacePt(C
I 1D p  CElement:Fire_sctivationHelperlong, CElement * long.intintint EVEMTINFO *..  call ?ReplacePti@CT reel odel@@s GlPaPay 1 @PAYT @EE; CTreeMode:: FeplacePtC
lWlD.. p  CElement:Fire_activationHelperlong. CElement * long.intintint EVEMTIMFO *..  call  ?ReplacePr@CT reet odef@i@s GIPAPAY T @PAY @EZ; CTreeM ode::FleplacePi(C
W LD, p  CElement:Fire_ActivationHelperlong,CElement * long,intint int, EVEMTINFO =, call ?ReplacePtri@CT reel odel@@ms GlPAPAY | Py @EZ; CTreeMode:: FeplacePiC
i LD, p  CElement:Fire_onlayoutcomplete(int ulong]+32 cal  ?ReplacePtr@CT reeM ode@@s Gl PAPAY T @PAVT @37 CTreetMode::ReplacePtr(C
M LldD.. p  CElement:fireEventjushort * tagvaARIANT * zhort *)+131 cal  YReplacePtr@CT reeM oded@@s Gl PAPAY T @PAYT @@, CTreetMode::ReplacePtrC
lllD... p  CElement:fireE ventjushart * tagARIANT =.shart *j+152 cal  TReplacePtr@CT reeh oded@@s Gl PAPAY T @PAYT @@, CTreeMode::ReplacePtr(C
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¥
EAN Ll

3 START OF FUMCTION CHUHK FOR %?ReplacePtrE@CTreeMode@R5GJPAPAVIEPAU1REES

loc 7DDB8ASS: ; void =

wﬂullIIIIIIIIEE“I;IIWTIIIIIIIIIIIIIIIIIllIIIIIIIIIIIIIIIIIIIIllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIE

call ?HodeAddRefRCTreeHodeERJAEJEZ ; CTreeMode: :HodeAddRef (void)E
taﬁtllllllIIEﬂxljlIIEI&“IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIE
mou [ebp+var_ 4], eax

jz loc_7DD16983

CYTTTTTTTED

L A ;
ERN L

loc_7DD16968:

test ebx, ebx

mouv [esi], edi
jnz loc 7DDB8AYC

\I_*

L
BN BN

jmp loc 7DD16912

loc_7DDB8AYC:
JABY @ gy BBH ey
call ?HodeRelease@CTreeHode@RAEKXZ? ; CTreeHode: :HodeRelease(uvoid) ]

loc 7DD16912 ;

jI!TII LR R R LN, A NN RN RN RN RN R R R RN R RN R RN RN RN N N N RN R R RN NN RN RN RN NN RN RN i) Ii
: E

: FUHCTION CH TReplacePtr@CTreeModeldds APAVAEP AU N
|

Y YV
|ﬂHu.L
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CTreeNod

2. Remove ptr

CTreeNode *arg 0

CTreeNod

1. Add refe

e *orig_obj

4. Release reference counter

—— NodeRelease

e *arg_4

arence counter

— NodeAddRef
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Signatures

Original binary was missing to replace pointer for the
tree node.

o Freed node was used accidentally.
o ReplacePtr in adequate places fixed the problem

We might use ReplacePtr pattern for use-after-free bug
in IE.

o Adding the pattern will help to find same issue later binary
diffing.



Conclusion

o Binary Diffing can benefit IPS rule writers and security
researchers

o Locating security vulnerabilities from binary can
help further binary auditing

o There are typical patterns in patches according to
their bug classes.

o Security Implication Score by DarunGrim3 helps
finding security patches out from feature updates

e The Security Implication Score logic is written in
Python and customizable on-demand.



Questions?
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