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Abstract. In 2007 the ranking of the top ten critical vulagiities for the
security of a system established code injectiothastop 2, closely following
top 1 XSS attacks. The first release candidatb@®010 version of the ranking
has promoted code injection attacks to top 1. Alstuthe most critical attacks
are those that combine XSS techniques to accessnsysand code injection
techniques to access the information. The potedéimlage associated with this
kind of threats, the total absence of backgrourditha fact that the solution to
mitigate these vulnerabilities must be worked tbgetwith programmers,
systems administrators and database vendors @sstfi in-depth analysis to
estimate all the possible ways of implementing tachnique.
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1 Introduction

SQL injections are probably the most known injattadtacks to web applications by
abusing its database architecture. Many differgr@aches and techniques have
been studied and analyzed so far, and the publigkgdts conclude that to prevent
these attacks from being successful, developmemseneed to establish the correct
filtering levels on the inputs to the system.

In the case of the attack presented in this pagsponsibility lays not only on
developers, but also on system administrators aatdbdse vendors. This attack
affects web applications, but instead of abusinglémentation flaws in the way
database queries are crafted, which is the mostmmotly found scenario on other
injection attacks, it abuses the way applicatiamect to the database.

According to OWASP [1], in 2007 the ranking of tieg@ ten critical vulnerabilities
for the security of a system established code figecattacks as the top 2, closely
following top 1 XSS attacks. The first release ddate of the 2010 version of the
ranking has promoted code injection attacks to topActually, the most critical
attacks are those that combine XSS techniquesaesacsystems and code injection
techniques to access the information. This is thee dor the so-calledonnection
string parameter pollutiorattacks. Potential impact of this type of vulndigband
the total absence of background justify an in-degthlysis to estimate all possible
attack vectors using this technique.



This paper is structured is in three main sectidh first is this short introduction
where the foundations of the connection strings aridting mechanisms for the
implementation of web applications authenticatioiti e introduce. Section two
proposes a comprehensive study of this new attacknique, with an extensive
collection of test cases. The article concludesflyrsummarizing the lessons learned.

1.1 Connections Strings

Connection strings [2] are used to connect appiinatto database engines. The
syntax used on these strings depends on the databhgie to be connected to and on
the provider or driver used by the programmer tatdsh the connection.

One way or another, the programmer must specifysémeer and port to connect
to, the database name, authentication credensiats some connection configuration
parameters, such as timeout, alternative databazesmunication protocol or
encryption options.

The following example shows a common connectiomgtused to connect to a
Microsoft SQL Server database:

“Data Source=Server,Port; Network Library=DBMSSOCN,;
Initial Catalog=DataBase; User ID=Username;
Password=pwd;”

As the example shows, a connection string is &ctidin of parameters separated
by semicolons (;), each parameter being a key-vphie The attributes used in the
example correspond to the ones used in the “.NEMmEwork Data Provider for SQL
Server”, which is chosen by programmers when theeythe “SqlConnection” class in
their .NET applications. Obviously, it is possilie connect to SQL Server using
different providers such as:

- “.NET Framework Data Provider for OLE DB” (OleDb@nection)

- “.NET Framework Data Provider for ODBC” (OdbcCeution)

- “SQL Native Client 9.0 OLE DB provider”

The most common and recommended way to connecEa Ised application
and a SQL server, is to use the framework defauviger, where the connection
string syntax is the same regardless the diffevensions of SQL Server (7, 2000,
2005 and 2008). This is the one used in this artwlillustrate the examples.

1.2 Web Application authentication delegation

There are two ways of defining an authenticatiostesy for a web application: create
an own credential system, or delegate it to thalztege engine.

In most cases, the application developer choosesamnly one user to connect to the
database. Seen from the database side, this databas represents the entire web
application. Using this connection, the web appiccawill make queries to a custom

users table where the user credentials for thacgtigin are stored.



Web application manages the login process

Database engine Web application

1.- Web applicaton
connects using its
credentials to the
database.

Syslogins Connection string

2.- Asks user login
information.

Custom Select id from users
users table

3.- Checks login
information about info
stored in custom users
table.

Fig. 1. Common web application authentication architecture

The web application is identified by a single dassdbuser with access to the entire
application content in the database, thus it isossfble to implement a granular
permission system in the database over the diffevieject, or to trace the actions of
each user in the web application, delegating thasks to the web application itself.
If an attacker is able to abuse some vulnerabititithe application to access the
database, the whole database will be exposed.aftistecture is very common, and
can be found in widely used CMS systems such asldpdambo and many others.
Usually, the target of the attacker is to get tppliaation users credentials from the
users table in the database.

The alternative consists in delegating the authatitin to the database engine, so
that the connection string does not contain a fetof credentials, but will use those
entered by the application user and it is the detakengine responsibility to check
them.

Database management applications always use thégaled authentication, so
that the user connecting to the application willyobe able to access and control
those objects and actions for which he has peramissiWith this architecture, it is
possible to implement a granular permission sysenh to trace user actions in the
database.



Database engine manages the login process

1.- Web application
asks for credentials.

2.- A connection string
is composed with the
Syslogins Connection string credentials to connect

to the database.

3.- Roles and permits
are limited by the user
used in the connection
string

Fig. 2. Web application delegated authentication architect

Both methods offer different advantages and disaidees, apart from the ones
already mentioned, which are outside the scopehid article. The techniques
described in this paper will focus on the secondrenment: web applications with
delegated authentication to the database engine.

2 Connection String I njection

In a delegated authentication environment connecsitring injection techniques
allow an attacker to inject parameters by appendiveggn with the semicolon (;)
character.

In an example where the user is asked to enteermaime and a password to create
a connection string, an attacker can void the giictg system by entering a
password such dgpwd; Encryption=0ff', resulting in a connection string like:

“Data Source=Server,Port; Network Library=DBMSSOCN,;
Initial Catalog=DataBase; User ID=Username;
Password=pwd; Encryption=0off"

When the connection string is populated, Emeryptionvalue will be added to the
previously configured set of parameters.



2.1 Connection String Builder in .NET

Aware of this exploitation [3] of the connectiorrisgs, Microsoft included the
“ConnectionStringBuilder” [4] classes on it's versi2.0 of the Framework. They are
meant to create secure connection strings throudie tbase class
(DbConnectionStringBuilder) or through the specifitasses for the different
providers (SqlConnectionStringBuilder, OleDbConiwtstringBuilder, etc...), and
they achieve this by allowing just key-value pdios attributes and by escaping
injection attempts.

The use of these classes when creating a connestiog would prevent the
injections. However, not every developer or appiccauses them.

2.2 Connection String Parameter Pollution

Parameter pollution techniques are used to overkridiges on parameters. They are
well known in the HTTP [5] environment but they aaméso applicable to other

environments. In this example, parameter pollutiechniques can be applied to
parameters in the connection string, allowing savattacks.

2.3 Connection String Parameter Pollution (CSPP) Attacks

As an example scenario to illustrate these attagks&eb application where a user
[User_Value] and a password [Password_Value] ayeired is served by a Microsoft
Internet Information Services web server runningaoMicrosoft Windows Server.
The application user credentials are going to leg tis create a connection string to a
Microsoft SQL Server database as follows:

Data source = SQL2005; initial catalog = db1;
integrated security=no; user id=+'User_Value'+;
Password=+'Password_Value'+;

This connection string shows how the applicatiotosnecting to a Microsoft SQL
Server database engine. Knowing this, and attackermperform a Connection String
Parameter Pollution Attack. The idea of this attéa&lkto add a parameter to the
connection string with the desired value, regasitefsf it already was in the string or
the value with which was set up. The component lsedNET applications to craft
the connection string will use the value of the ascurrence of the parameter in the
connection string. If the connection string has twarameters which key is "Data
Source", the value used will be the one of the ¢ddhe two pairs, which allows the
following CSPP attack vectors:

2.3.1 CSPP Attack 1: Hash stealing

An attacker can place a Rogue Microsoft SQL Seceemnected to the Internet with a
Microsoft SQL Server credential sniffer listenirig this exsmple CAIN [6] has been
used). An attacker would perform a CSPP attacklésas:

User_Value: ; Data Source = Rogue_Server



Password_Value: ; Integrated Security = true
Resulting in the following connecting string:

Data source = SQL2005; initial catalog = db1;
integrated security=no; user id=;Data Source=Rogue
Server; Password=; Integrated Security=true;

The "Data Source" and "Integrated Security" paranseare being overridden so
that the Microsoft SQL Server native drivers wileuthe last set of values ignoring
the previous ones, and the application will trycimnect toRogue_Servewith the
Windows credentials it's running on, which can bthes a system user or an
application pool user.

2.3.1.1 Example 1: ASP.NET Enterprise Manager

This tool is an abandoned and unsupported Operc&daaol, but still being used by
some hosting companies and some organizations tageaMicrosoft SQL Server
databases via a web interface. The official wele, sitvhich used to be
aspnetenterprisemanager.cpis today abandoned, but the tool can be obtdirmed
several other web sites like SourceForge [7] or ldgBource [8]. This tool is being
recommended in a lot of forums as a good ASP.NEradtive to PHPMyAdmin [9],
even though the last version was published on tti@fBJanuary of 2003.

| ASP.Net

11
11

7 Connect to Server

Server Address: localhost
Username: ; data source = 80_81.

Password: . integrated security= true

Connect I

Fig. 3. CSPP in ASP.NET Enterprise Manager to steal thewd information

The results are collected on the rogue server witherelatabase connection sniffer
has been installed giving access to the LM Hashefccount.



Sniffer | @ Cracker Traceroute |EE coou ["R" wireless  |[Fh Query
=] & e v 50

Timestamp I TS server j Client ] Lsernames | Password | fal
22/07/2009 - 13:52:53 m' [ i
ZZI07/2009 - 13:53:09 d0.581 217,130, I
| AuthType | Domain | LM Hashi Damain LM Has

[ | NTLM Session 5., | GRUPD TRABAIC | SA932C2E110S67440000000000|GRUPD TRABAID
MTLM 3ession 3., GRUPO_TRABAID  F447CASSCESEICIZ0000000000 GRUPO_TRABAID  F447Cf

Fig. 4. Hash collected in the rogue server with Cain

2.3.2 CSPP Attack 2: Port scanning

One of the valid parameters on a connection stisnthe port to connect to. An
attacker can abuse an application vulnerable wt#thnique to network scan servers
by trying to connect to different ports and seedthrer messages obtained:

User_Value: ; Data Source =Target_Server,
Target_Port

Password_Value: ; Integrated Security = true
This injection attack will result in the followingpnnection string:

Data source = SQL2005; initial catalog = db1;
integrated security=no; user id=;Data Source=Target
Server, Target Port; Password=; Integrated
Security=true;

This connection string will ignore the first instan of the first "Data Source"
parameter and will use the last one, meaning teatveb application is going to try to
connect to "Target Port" port on the "Target Sérvarachine. Observing the
differences in the returned error messages, aspart can be performed.

2.3.2.1 Example 2: myLittleAdmin and myLittleBark

The tools myLittleAdmin [10] and myLittleBackup [Lire commercial tools
developed by myLittleTools [12]. Both tools are metable to CSPP attacks up to
versions myLittleAdmin 3.5 and myLittleBackup 1.6.



for SQL Server
version 3.5

& myLittleAdmin

© mylitteAdmin Error Dialog Box |

.Met 5qiClient Data Provider .

A connection was successfully established with the server, but then an error occurred during the login
process, {provider: TCP Provider, error: 0 - An existing connection was fordbly dosed by the remote et R
hest.) SQL Server Authentication

master

@ source = www,google.com,80

Fig. 5. A connection can be established through port & ww.gooogle.com

As shown in Fig. 5, when the port is listening (apthe error message obtained says
that no Microsoft SQL Server is listening on itt BuTCP connection was established.

E. myLittleAdmin

for SQL Server
version 3.5

© mytittleAdmin Error Dialog Box |

\Met SqlClient Data Provider &

A network-related or instance-specific error occurred while establishing a connection to SQL Server. The ———
server was not found or was not accessible. Verify that the instance name is correct and that SQL Server master

is configured to allow remote connections, (provider: TCP Provider, error: 0 - A connection attempt failed S0LS Authenticati 5
because the connected party did not properly respond after a period of time, or established connection £k Seoyer Authertigbon

failed because connected host has failed to respond. ) source =www.google, com, 1420

Fig. 6. A connection cannot be established through theoiX to www.google.com

When the port is closed, a TCP connection couldbeotompleted and the error
message is different. Using these error messagemplete TCP port scan can be run
against a server. Of course, this technique cankaused to discover internal servers
within the DMZ where the web application is hosted.



2.3.3 CSPP Attack 3: Hijacking Web credentials
This time the attacker tries to connect to the lokga by using the web application
system account instead of a user provided setedferttials:

User_Value: ; Data Source =Target_Server

Password_Value: ; Integrated Security = true
These injected values will result in the followiognnection string:

Data source = SQL2005; initial catalog = db1;
integrated security=no; user id=;Data Source=Target
Server, Target Port; Password=; Integrated
Security=true;

This time is the "integrated security" parameteatMs being overwritten with a
"True" value. This means that the system will wyconnect to the database with the
system account which the tool is running with. Histcase this is the system account
used by the web application in the web server.

2.3.3.1 Example 3: SQL Server Web Data Admirtistra
This tool is a project, originally developed by Misoft, which was made free as an
Open Project. Today, it is still possible to dovadothe last version that Microsoft
released on 2004 from Microsoft Servers [13] bet ldtest one, released on 2007, is
hosted in the Codeplex web site [14]. The versiostéd in Codeplex is secure to this
type of attacks because it is using the ConnectiorgBuilder classes to dynamically
construct the connection string.

The version published on the Microsoft web siteukerable to CSPP attacks. The
following screenshots show how it is possible td @Ecess to the system using this
type of attack.

Flease enter your Credentials:

Username ; data source = 2
Password seeesesnecasRRRsRReD
Server a-
Authentication - N
Method @ 501 Login

)

Fig. 7. Exploiting the credentials at the WEB Data Admiratir

In Fig. 7, the password value i§; integrated Security=true’; as described
previously.



. Create new database

S I
b v B

msdb ™E  edit query delete
RepartServer B edit query delete
ReportServerTempDB MB edit query delete
tempdb ME edit query delete

Fig. 8. Console access with the server account

The attacker can log into the web application tnage the whole system. As
shown in Fig. 9, this is because all users and ortwervices have access to the

server.

El

ame T e server acorse

#7 NT AUTHORITYWNETWORK SERVICE  NTUser Grant
A = Standard MonMTLogin
A7 BULTIN\Users NTGroup Grant

Fig. 9. System account access grant.

2.3.3.2 Example 4: myLittleAdmin and myLittleBgrk

In mylittleAdmin and myLittlebackup tools, it is psible to check out the connection
string used to get the access. Looking at it, #raimeter pollution injected in order to
obtain access to the system can be clearly seen.



.| myLittleAdmin

[ License ][ Connection ]

Connection

Connection string: Data Source =AM =twork Library =;Connection Timeout=30;Packet
Size=4096;Integrated Security=no;User ID=; data source = localhost; integrated

security =true;Encrypt=no;Initial Catalog=master;

Connection timeout: 30

Database: master

Datasource: localhost

Network packet size: 4096

Server version: 09,00, 3054

Work station id: MSSQLWEER

Fig. 10. CSPP in myLittleAdmin.

Fig. 10 shows how the "Data Source" parametert #fte"User ID" parameter, has
been injected with thimcalhostvalue. This parameter, "Data Source", is alsditbe
one of the connection string. Their values areedéffit but the one that is being used
is the last one, i.e. the injected one.

Same happens with the "Integrated Security" paramntbat appears initially with
the no value but then is overriden by the one injectedhia password value with
value yes resulting in a total access to the server with shistem account the web
application is running as.

i comecin WERERE
5 Databases

5 Tools | ] New Query
o Mew Query New Query
5 Generate INSERT script =
133 sV mmport Wizard
@ shrink Database [ New Query M Options N Results “ HMessages 1
™8 Database Backup and Restore - -
ud | status| name | s
0 o public 0x010500000000000904000000 269280 1E3658664788
1 o dbo 0x01
2 0 quest. 0x00
3 0 INFORMATION_SCHEMA AL
4 0 sys ML
5 o ##MS_AgentSigningCertificate ## 0x01060000000000090 100000024E8C 7858A3E7DE25C
8 4 SQLOS\SQLServer 2005MSFTEUser $SQLOSSMSSQLSERVER  0x0105000000000005150000001359AA02A83A9CT0EFD
7 o saprov09 0x7D364DS0BE74D84AA9 121FC4AD2CF 1F0
16384 0 db_owner 0x01050 4000000000 0000C
16385 0 db_accessadmin 0x010500000000000904000000000000000000000000C
16386 0 db_securityadmin 0x010500000000000904000000000000000000000000C
16387 0 db_ddiadmin 0x010500000000000904000000000000000000000000C
16389 0 db_backupoperator 0x010500000000000904000000000000000000000000C
o 16390 0 db_datareader 0x010500000000000904000000000000000000000000C
H 16391 0 db_datawriter 0x010500000000000904000000000000000000000000C
g 16392 0 db_denydatareader 0x010500000000000904000000000000000000000000C

Fig. 11. Querying the master..sysusers table.

2.3.3.3 Example 5: ASP.NET Enterprise Manager



The same attack also works on the latest publisimerof the ASP.NET Enterprise
manager, so, as can be seen in the following ltaim, an attacker can perform the
CSPP injection to get access to the web application

ASP.Net
manager

#T Connect to Server

Server Address: localhost

Username: test; data source = localh
Password: . integrated security=true
Connect

Fig. 12. CSPP in ASP.NET Enterprise Manager login form.

And as a result of it, full access can be obtairjaedi as can be seen in the
following screenshot.

&7 ASP.Net Enterprise Manager

A & = [z o i | =] Recommend This Site

(Z Databases
L
master o
ASPNet
tempdb

D Security
@ oo manager
Server Roles

(Z1 Management
@Q Process Info

4 [T} +

ASP Enterprise Manager Website
Fig. 13. Administration console in ASP.NET Enterprise Magrag

3 Conclusions

All these examples show the importance of filteringy user input in web
applications. Moreover, these examples are a geaof of the importance of
maintaining the software updated. Microsoft reldageonnectionStringbuilder in



order to avoid these kinds of attacks, but notpadijects were updated to use these
new and secure components.

These techniques also apply to other database emgich as Oracle databases,
which allow administrators to set up Integratedusi into the database. Besides, in
Oracle connection strings it is possible to chatigeway a user gets connected by
forcing the use of aysdbasession.

MySQL databases do not allow administrators to igoiné an Integrated Security
authentication process. However, it is still poksito inject code and manipulate
connection strings to try to connect against irderservers not exposed to the
Internet.

In order to avoid these attacks the semicolon dbaranust be filtered out, all the
parameters sanitized, and the firewall be hardémexdder to filter not only inbound
connections but also prevent outbound connectioos finternal servers that are
sending NTLM credentials to the internet. Databasbsinistrator should also apply
a hardening process in the database engine tactestcess by a minimum privilege

policy.

References

The Open Web Application Security Project, itgpyw.owasp.org

Connection Strings.com: http://www.connectiomgfs.com

Ryan, W.: Using the SglConnectionStringBuilder goard against Connection String

Injection Attacks, http://msmvps.com/blogs/williayan/archive/2006/01/15/81115.aspx

4. Connection String Builder (ADO.NET),

http://msdn.microsoft.com/en-us/library/ms25494f3xas

Carettoni L., di Paola S.: HTTP Parameter Paliuti

http://www.owasp.org/images/b/ba/AppsecEU09_Carddidraola_v0.8.pdf

6. Cain: http://www.oxid.it/cain.html

7. ASP.NET Enterprise Manager in SourceForge, fgtpurceforge.net/projects/asp-ent-man/

8. ASP.NET Enterprise Manager in MyOpenSource:

http://www.myopensource.org/internet/asp.net+emisepmanager/download-review

9. PHPMyAdmin: http://www.phpmyadmin.net/

10. myLittleAdmin: http://www.mylittleadmin.com

11. myLittleBackup: http://www.mylittlebackup.com

12. myLittleTools: http://www.mylittletools.net

13. Microsoft SQL Server Web Data Administrator:
http://www.microsoft.com/downloads/details.aspx?PaiDh=c039a798-c57a-419e-acbhc-
2a332cb7f959&displaylang=en

14. Microsoft SQL Server Web Data Administratodadeplex project:

http://www.codeplex.com/SqlWebAdmin

wnhpE

o



