TO:  ETSI Board

FROM:  TC SEC Chairman (elect)
SUBJECT: Future of ETSI TC SEC 


Introduction

As the recently elected chairman of ETSI TC SEC I was disappointed to find such little support for the committee’s activities that the majority of the (small) number of attendees at TC SEC meeting #17 felt little purpose would be served in attending future meetings.

Background

There has been a continuously decreasing attendance at ETSI TC SEC meetings, with (and probably due to) few new work items for which the ETSI TC SEC meeting held direct responsibility. In spite of the positive fact that at the Board #31 meeting my company was able to offer me as a candidate Chairman, I was unable at the TC SEC meeting to find any other volunteer to undertake the responsibility of being a task leader for any activity; in particular for the EC funded Network Security task.  

Over time, the majority of the active work items of TC Security have devolved to its working groups WG ESI and WG LI, and the role of ETSI TC SEC had turned into mainly that of formal ratification only. 
TC SEC #17 concluded that in its present form and with its present level of activity, ETSI TC SEC was, among other things, no longer able to fulfil the co-ordination role defined in its Terms of Reference.

A major consequence of the adoption of the conclusions of TC SEC #17 is that there will be no single Technical Body in ETSI with the overall responsible to co-ordinate the work in the area of security.

This is a far reaching outcome, and one with which I personally feel very uncomfortable; though I fully support the decisions to devolve as much as is possible of the existing work to the current Working Groups.

I am unhappy to see the disappearance of a technical body which has, or should have, responsibility for the overall consideration of security issues within ETSI. I am able to offer my continuing support to seek a positive way forward for which I offer a proposal below.

A Proposed Way Forward

For reasons of time and expediency, most of the detailed security activities in ETSI are conducted  within the appropriate technology groups (GPRS, 3GPP, TIPHON, etc.); regulatory and customer demands make this virtually inevitable.

We have seen over time the movement of many security discussions from the ‘horizontal’ perspective of overall network systems, to the ‘vertical’ perspective of specific technologies.  This approach has enabled technology specific solutions to be developed at the fast rate dictated by new market conditions.

An unwanted side-effect of this process, however, has been the fragmentation of end-to-end security considerations.  It is this gap, this opportunity, that should be the focus of TC SEC.

All those familiar with network and systems security will know that security vulnerabilities are likely to occur at interface points (which include the end points), where security models differ and purportedly secure data is converted from one form to another.

In an end-to-end session, many communications will travel over many different physical, national and technological networks, with ensuing security vulnerabilities.  It is clearly outside of the scope of any individual technology area to address this problem.  It seems equally clear (at least to me) that such an area of activity should be the remit of the ETSI TC SEC.

I believe than ETSI requires to have an overall understanding of all of security issues affecting the networks and technologies for which it has a responsibility, and that the proper place for this work is TC SEC.

Recommendations

1. That a decision is taken not to disband TC SEC at this time.

2. That the maximum amount of devolvement of existing work to TC SEC’s current Working Groups take place as agreed at TC SEC #17.

3. That TC SEC should conduct its meetings via email and conference call, pro tem.

4. That a minimum quorum be established for TC SEC consisting of TC SEC Chairman, Chairmen of WG ESI and WG LI, TC SEC Secretary and TC SEC Technical Officer.

5. That the reconstituted TC SEC re-evaluate the terms of reference and re-draw them to reflect a continuing role for TC SEC in end-to-end cross-technology security issues. 

6. That all TC SEC members be asked to support the new activities.

Conclusions
1. TC SEC has been very successful.  It has developed two working groups that are now sufficiently strong and mature to manage themselves on an independent basis.

2. The role of merely supervising the two working groups is not an adequate reason for the continuation of TC SEC.

3. However, there is a major gap within ETSI in dealing with overall network security and cross-technology issues.

4. The future role of TC SEC clearly lies in fulfilling this requirement.

5. A key task therefore is to gain sufficient support for the proposed position and agreed new activities within the technical body, which will be essential if TC SEC is not, de facto, to cease to exist.
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