GS-RW-WD-01

6 September 2000

WORKING DOCUMENT NO. 1

Introduction

On 5 July  2000 the European Parliament decided to set up a temporary committee on the Echelon system.  One of the main reasons for setting up this committee was the presentation of a study on the Echelon system, carried out by Mr. Duncan Campbell in the framework of STOA, to a hearing on "the European Union and the protection of data", organised by the Committee on citizens freedoms and rights, justice and home affairs.  

According to Article 150, paragraph 2 of Parliament's Rules and Procedures, the committee was given the following mandate:

- 
to verify the existence of the communications interception system, ECHELON

-
to assess the compatibility of the system with Community law with regard to the following questions:  are citizens' rights protected against activities of the secret services?  Is encryption an adequate and sufficient protection to guarantee citizens' privacy or should additional measures be taken, if so what kind of measures?  How can the EU institutions be made better aware of the risks posed by such activities and what measures should be taken?

-
to ascertain whether European industry is put at risk by the global interception of communications,

- 
to make proposals for political and legislative initiatives.

It should be emphasised that the European Parliament decided in favor of the setting up of a temporary committee instead of a committee of enquiry under Article 193 of the Treaty of the European Union because of the clear, legal limitations laid down for the work of such a committee of enquiry.  The Echelon system and other interception systems, as well as the intelligence agencies operating such systems, do not fall within the control of the European Union and therefore a committee of enquiry would have no real power to investigate these matters.   A committee of enquiry would not have the possibility to investigate any matters relating to titles V (CFSP) and VI (police and judicial co-operation in criminal matters).  The European Parliament therefore decided to set up this temporary committee whose work will not be restricted to dealing only with matters relating to community law.  

It is the intention of the rapporteur and the committee as a whole to use this freedom to act to its fullest in such a way that the maximum possible information is obtained in order to fulfil its mandate without having the legal powers of enquiry.  They will have to use their strength of persuasion and influence to obtain this information.  

The temporary committee on Echelon will have to finish its work within one year beginning with the 1st of July.  Within this time it will have to obtain the necessary information about the functioning of the Echelon system and other systems of interception; it also has to obtain the necessary information about the other aspects of its mandate especially as regards the legal framework within which such systems are operating and the consequences it has for the European citizens, their civic organisations and its industry.  At the end of this period the committee will have to be able to make, on the basis of the information that it obtained, the necessary proposals and recommendations for a future European Union approach towards such activities.  

In order to provide for a framework of the activities of the temporary committee, the rapporteur herewith presents a proposal for a working programme for the committee:

PROPOSAL FOR A WORKING  PROGRAMME FOR THE TEMPORARY COMMITTEE ON ECHELON

General Remarks

This draft-working programme is a proposal from the rapporteur for dealing with the committee’s mandate.  It is impossible to establish at this moment a final working programme because during the work of the committee new insights may change the priorities and the questions raised by the committee.  

The order of the subjects presented hereafter does not give any priority as regards their importance or the timetable for dealing with these subjects.  In particular the moment for dealing with each of these subjects will be decided by the availability of written material and/or experts.  

A. What do we know with certainty about the Echelon system 

· The information presented in the STOA report has to be examined for plausibility and the facts on which it is based.  Every single point of information on the existence, the functioning and the purpose of the Echelon system will have to be examined.  

· Other secure resources must be heard or examined.  Existing documentation (for instance from the US Congress) must be studied and discussed.  This documentation should not only concern the Echelon system but also other relevant documents. 

-
The necessary information must be obtained about the legal framework (treaties, agreements) according to which the USA have been allowed to establish and use interception facilities in European Union countries (for instance, in the UK and in Germany).

B.
Discussion in other parliaments and on the level of governments

· Which discussions on Echelon or other similar interception systems take place in other Parliaments.  

· Which reactions have been given by governments on these discussions (e.g. United States, France, Germany, United Kingdom, etc.).  

C
Activities of intelligence agencies
· Which intelligence agencies dealing with which specific tasks exist in the Member States of the European Union, in the USA, in Canada, in Australia and in New Zealand? 

-
Which are their legal basis, their budgets and their number of employees.  


· Who controls these agencies and how efficient is this control?

· Which of these services exercise external intelligence activities by controlling international telecommunications and data communications (signal intelligence)?

· How is the co-operation between these agencies organised (EU, NATO, special relations)?

· Which directives have these agencies got from their governments regarding economic espionage?

· Which are the experiences as regards the legal loyalties of the agencies?

D
Possibilities of interception of communication systems and their infrastructure

· Structure of communication systems (telephone and fax, mobile phones, internet).

· Detailed description of the functioning of the internet.

· Which percentage of communication takes place via satellite?  

· Which are the possibilities for interception of all forms of communication taking place by cable and radio transmission?  Is it possible for state authorities to trace the illegal interception of those communications?  

· To what extent is it possible to intercept the internet without co-operation from the providers?

· Which methods for the filtering of communications exist (dictionaries, key words, etc.)?

· Can mobile communication systems, mobile phones and micro wave radio relay systems be intercepted by satellite?  

· Does the USA have legal possibilities to intercept cable-bound telecommunication traffic, for instance, as a measure of security for their troops in Europe?

· What is the carnivore system?

· How widely used is the practice of interception?  Which other activities of interception-other than Echelon-can be identified?  Which developments have taken place regarding these systems and which is their technical potential in the light of the Internet explosion?  Is the European Union involved?  Which international co-ordinating organisms exist?

· Do we accept that communication companies are being forced to make their installation ‘interceptable’?  Must a code of conduct be developed for industry?  What is their opinion?

E
Encryption

· What guarantees of privacy does encryption offer?  To what extent do the authorities have to be able to break into these systems?  Which is our opinion about the French attitude to these questions?  Which should be the EU attitude towards the USA?

· How does encryption function; how does it secure communication and what does it cost?

· Which export regulations for encryption software and hardware did and do exist within the European Union and the other countries of the G-7?  

· Which are the possibilities to intercept computer screens and keyboards?

· Risk Management;

What kind of back-up solution can be established if encryption codes or systems are cracked (such as what happens if the mathematical problems behind RSA are solved?)

How can it be made certain that the encryption systems in use are always updated?  What kind of early recognition systems are/should be established (such as cracking or protection technologies)?

What kind of methods exist, that state of art encryption technologies are implemented and use?

What kind of methods can be implemented to ensure trustworthiness in the system? 

Is the level of research both in basic and application research sufficient?

F.       Economic espionage

· What is economic espionage and what is its purpose?  

· Which legal regulations for economic espionage  exist?

· Who within the EU Member States is responsible for protection against economic espionage?

· Which techniques for economic espionage are being used?

· What importance does “signal intelligence” have for economic espionage?

· What role can the entry of computer systems play (hacking)?  

G.       Targets of espionage and their protection measures

· A discussion should take place with possible targets of economic espionage about their risk evaluation and the measures they have taken to protect themselves.  This topic should be discussed with the European Commission, the European Council, the European Central Bank and representatives of some selected companies from various Member States.  

· Some known cases of economic espionage should be discussed.

-
A similar discussion should take place with civic organisations inside and outside the European Union such as NGO's, political parties, trade unions which have been the target of interception or may be considered as such.  

H. Legal questions regarding privacy

· Which rules for the protection of privacy do exist in western democracies?

· Which international rules do exist concerning interception?

· Can the WTO offer a framework for international rules on economic espionage?

· Does the Charter of fundamental rights offer a possibility for safeguarding the protection of privacy?

· Is the existing EU legislation relevant for Echelon and other interception systems?

· Is a system of general interception compatible with the European Human Rights Convention?

· Are cases known before national Supreme Courts concerning such interception systems?

· Which technical and legal differentiations can be made between selective interception, general interception with clear (internal/external) security objectives and massive intervention by use of the dictionary method?  Under which conditions do we consider each of these forms of interception acceptable?  And which are the citizens’ rights in this context?

· Does existing EU legislation make sufficient guarantees for our concept of privacy?  Which improvements may be necessary?  How can global rules be developed in co-operation with the USA, having regard to the legislation and opinions, existing in that country.

I. Discussion about recommendations and proposals

-
On the basis of the information update on the subjects mentioned above, the committee should draw up its conclusions and make recommendations and proposals for legislation and other actions to be taken by the European Union and its Member States, both as regards the situation within the European Union as well as for its actions on an international level.   
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