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About Me: Ulf Frisk

Employed in the financial sector – Stockholm, Sweden

Previously presented at SEC-T and DEF CON

Author of the PCILeech Direct Memory Acccess Attack Toolkit

Hobby Project



Disclaimer

This talk is given by me as an individual
My employer is not involved in any way



PCILeech FPGA

$495 + $66

DMA to 32-bit and 64-bit memory address space at 75MB/s

Some blobs are vendor proprietary

 USB3

PCIe gen1 x1 

 FT601
Xilinx SP605 dev board 



USB3380 vs SP605

USB3380 SP605/FT601

Faster PCIe gen2 x1 (150MB/s) Slower PCIe gen1 x1 (75MB/s)

Sold Out! (was $195) $500-$600

Stable

64-bit DMA addressing

Unstable (lock-up on DMA fail)

32-bit DMA addressing only

Smaller Bulkier



DMA Attacks

Inception – Firewire DMA attacking

IOMMUs / VT-d introduced >2008

FPGA PCIe DMA academic research
“IronHide” by @_kamino_ in 2010-2012

Thunderbolt PCIe attacking
@snare & rzn used the SP605 in 2014

1st Public DMA attack focused FPGA bitstream
By Dmytro Oleksiuk @d_olex – 2017
“PCI Express DIY hacking toolkit”
Also supported by PCILeech
Huge thanks for pushing me to learn Verilog
and letting me take early peek at source code!
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Transmit and 
Receive PCIe TLPs

Enumerate Memory
Dump Memory

DEMO



PCI Express Form Factors

PCIe x1 Mini PCIe ExpressCard

M.2 key B+M

M.2 key A+E

M.2 key M Thunderbolt3
(USB-C)

Thunderbolt

Everything here is PCI Express in different form factors and variations.



FPGA Design
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= Xilinx IP-blocks

= Open PCILeech modules/logic



LINUX DEMO

Locate and Patch kernel
Mount file system
Unlock (edit /etc/shadow)

LINUX IS    SECURE/INSECURE DEPENDING ON CONFIGURATION AND DISTRIBUTION …



UEFI DEMO

Backdoor ExitBootServices

Retrieve Memory Map

Patch ntoskrnl.exe



Windows Virtualization Based Security (VBS)

Protection of Kernel Code Integrity with help of hypervisor & secure kernel

DMA access to memory:
Hypervisor and Secure Kernel memory == no access
Normal executable pages == read only
Normal non-executable pages == read/write

VBS code integrity not yet enabled in winload.efi stage
(kernel & hypervisor not yet started)



WINDOWS DEMO

Bypass VBS* from
compromised UEFI

Excute Code and
Spawn Shell

Dump memory

*) Virtualization Based Security, ”Device Guard” with ”Kernel Mode Code Integrity”



PCILeech FPGA

Source and binaries available on Github

Easy to use! No FPGA knowledge required!

Windows only on attacker PC (Linux support soon)

Future support for more, less costly, attack hardware



PCIeScreamer

New HW by @key2fr - Ramtin Amin

Easier to use
less costly
more capable

PCILeech support

Early 2018



Summary

Affordable FPGA DMA attacking is the reality of today!

Physical Access is still an issue
IOMMUs are there but they might not be used!

More research to be done in the area

Hopefully my tools will be useful



Thank You!

github.com/ufrisk/pcileech-fpga


