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Arm Processor Architecture

Widely used in many different areas: phones, tablets, loT, HDD, ...
Important to understand what they do

Important to be able to analyse malware, security analysis, etc.

April 2011: Started work on formal specifications of ARM processor architectures
April 2017: Public release in machine readable form

https://developer.arm.com/products/architecture/a-profile/exploration-tools

Working with REMS @ Cambridge Uni to translate ARM spec to SAIL to HOL/OCaml/...

arm

© 2017 Arm Limited




What can you do with an executable processor specification

How can you trust formally verified software?

© 2017 Arm Limited




ARM Machine Readable Architecture Specification

Instructions
Security features: memory protection, exceptions, privilege checks, TrustZone, ...

Links

- Official ARM release https://developer.arm.com/products/architecture/a-profile/exploration-tools

- HTML files (part of official release) https://www.meriac.com/archex/
- Tools to dissect the official release (incl. parser) https://github.com/alastairreid/mra tools

- Blog article about release https://alastairreid.github.io/ARM-v8a-xml-release
- Papers
“Trustworthy Specifications of the ARM v8-A and v8-M architecture,” FMCAD 2016

“End to End Verification of ARM processors with ISA Formal,” CAV 2016
“Who guards the guards? Formal Validation of ARM v8-M Specifications,” OOPSLA 2017

© 2017 Arm Limited
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SCTLR, System Control Register

The SCTLR characteri

Purpose

Provides the top level coatrol of the system., including its memory system.

This register is part of the Other system control registers functional group.
Configursation

AArch32 System register SCTLR is architecturally mapped to AArch64 System regist

Whea

is using AArch32, write acces:

SCTLR(S) is disabled when the CP15SDISABLE signal is asserted HIGH.

Some bits in the register are read-oaly. These bits relate to noa-con!

or all RW fields of this regi
er. Otherwise, RW Selds in

f the PE res

have defined reset valoes. These apply oal
register resct to archite, 1

eg

Attributes

LR isa 32

it register.
Field descriptions

The SCTLR bit assignme

are:

urable features of an implementation, and are provided for compa:

into an Exception level that is using AArch32. If the PE resets into

with previous versioas of the archi

3 using AArch32 the:

apply only to the Secure instance of

] 8 7 & ) 4 3 2 1 o
[+ [ 0 o [S=0] "D [UNK[CPISBENLSMAOERTLSMD] © | A | ™ ]

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10
o JTE | AFE | TRE o o EE [SPAN] 1 | © JOWXN[WXN hTWE O [nTwWi[ © o | v I
Bit [31]

Reserved. w

TE, bit [30)
T32 Exception Enable. This bit controls whether exces to an I jon Level that is exccuting at PL1 are taken to A32 or T32 stat
TE Meaning

o DEFINED chosce between:

.o

ue dets

rmined by an input configuration signal.

AFE, bit [29)

e AP[0] bit in the translation descriptors as the Access flag, and rest

s access permissions in

Ac g Enable. When using the Short-descriptor translation table format for the PL1&0 translation regime, this bit enables use of
the descriptors to the simplified model. The possible values of this

AFE Meaning
o on table descriptors. AP[O] is an access permissions bit. The full range of access permisssons is supported. No Access flag is implemented.

model for access i

ble descriptors. AP[O] is the Access fiag. Only the 1

When using the Long-descriptor translation table format, the VMSA behaves as if this bit is set to 1. regardiess of the value of 1

The Al

7E bit is permitted to be cached in a TLB.

When this register has an architecturally defined reset value. 1d resets to 0.

TRE, bit [28]

:1] bits in the PL1

) translation regime for use as two i

TEX remap enable. This bit enables remapping of the TEX[
wsed to describe the memory region attribe 7

bi

is remapping also changes the s

be managed by the ope:

es in the VMSA. The possible values of this bit are:
TRE Meaning

o TEX remap disabled. TEX[2:0] are used. with the C and B bits, to describe the memory region attribates.

1 ed. TEX[2:1] are reassigned for use as bits managed by the operating system. The TEX[0]. C, and B bits are used to describe the

the MMU remap registers.

When the value of TTBCR.

The TRE bit is perm: to be cached in a TLB.

‘When this register has an architectura 1d resets to 0.

1y-defined reset value, this

Bits [27:26)

EE, bit [25]

The value of the PSTAT!

+ on branch to an exception vector or coming out of rese

The possible values of this bit are

and the endianness of stage | translation table walks in the PL1&O transl

EE Meaning

tion or coming out of reset. Stage 1 translation

1f an imp3 ception Level

ide Lit:

o does not pro

‘When this register has an arc

cturally-defined reset value.,

c determined by an input coafiguration signal.
Bit [24]
Reserved. nss0.
SPAN, bit [23]
In ARMvS.3, ARMVS.2 and ARMVS.1:

cr. on taking an exception to EL1 from either Secure or Non-secure state, of 1o

Meaning
wing situations:

o 1 in the

® In Non.secure state. o
® In Secure
® In Secure st

king an exception to EL
3 is using AArch64, on taking an excepts
3 is using AArch32, on taking an exception to

. when
. when

1 The value of CPSR PAN is left unck on taking an exception

In ARMvS.0:
Reserved. wesl.
Bit [22)
Reserved, wesl.

Bit [21]

Reserved.

UWXN, bit [20]

leged write permission implies PL1 XN (Execute-never’ ree all memory regions that are writabl

Meani

o This control has no cffec
1 Any region that is writable at PLO forced to

on memary sccess permissions.
for accesses from software executing at PL1

The UWXN bit is permitted to be cached in a TLB.

‘When this register has an architecturally-defined reset value, resets to 0.

WXN, bit [19]

1&0 trans;

on regime., ¢

an ELD. this bit is xes0.

d is implemented as an RW ficld. it resets to an (MImEMENTATION DEFINED ch

313 from Secure state when

at PLO to be tr

c-endian support for data accesses at Exception Levels higher than ELO, this bit is ues1

Between:

3 s using AArch32.

ated as XN for accesses from software executing at PL1. The possible values of this bit are

e values of this bit are:

Meanin,

trol has no offect On MEMmory ACCess Permission:
1 Any region that is writable in the PL1&0 translation regime is

orced to XN for accesses from software exect

2t PL1 or PLO.

is permitted to be cached in 2 TLB.

When this register has an 23 y-defined res

nTWE, bit [18]

Traps ELO exec structions to Undefined mode

instruction at ELD is trapped o Undefined mode, if the instruc

Any atter
power state.
1 This coatr

ol does not cause any instructioas o

trapped.

tion would otherwise have caused

= to enter a low

The 1 execution of a conditional WFE in: ion is only trapped if the tion passes its condition code check.

is executed when there is no Wakeup v
event, the trap will be taken.

‘When this register has an architectur:

Bit[17]
Reserved. wesl.
nTWI, bit [16)

»n of W instractions o Undefined mode.

Traps ELO exee

nTWI Meani

© Any atee

to be trapped

¢ to execute & WF instruction 2t ELD is trapped o Undefined mode, if the instruction would otherwise have caused the

to enter a low

on code check.

rapped i

e instruction passes its cond

en without a Wakeup event, the traps on WFE of WFT are
ed when there is no Wakeup event. The only guarantee is th c instruction does not compl
event, the trap will be taken.

is exe

When this register

has an architecturally defined reset value, this ficld resets to 1.
Bits [15:14)

Reserved. u

V, bit [13]
Vectors This bit selects the base address of the exception vectors pas taken to 2 PE mode other than Monitor mode o1
v M, i
] Normal exception vectors. Base address is held in VBAR.
1 High = ion vectors (Hive base address OXFFFFO000. This base address cannot be

When this register has an architecturally-defined reset value, this ficld resets 1o an DESFfLUEMENTATION DESINED choice between:

ced to be taken, ev

e in the absence

yp mode:

S by an input confi signal.
1, bit [12)
Instruction access Cacheability control, for accesses at EL1 and E
1 Meanin:
© Al instruction access to Normal memory from PL1 and PLO are Non-cacheable for all levels of instruction and unified cache.

350 om: e are to

on
If the value of SCTLR.M
Non-cack memory
All instruction access to Normal memory from PL1 and PLO can be cached at all levels of
If the value of SCTLR.M is 0 om: stage 1 of the PL1&D translation reg
Write Through memory.

ge 1 of the PL1&0 translation regi

e are to Norm;

Normal, Quter Shareable, Inner Non cacheal

jon and unified cache.
. Outer Shareable, Inner Write- Through, Outer

. Outer

Instruction accesses to Normal and Non-secure

emory from Noa-secure E

DC s 1.

® EL2is using AArch32 and the valoe of HC;
® EL2is using AArch64 and the valoe of HCR_EL2.DC is 1

‘When this register has an architecturally-defined resct value, this ficld resets to 0.

Bit[11]

Reserved. nesl.

Bits [10:9]
Reserved.
SED, bit (8]

SETEND instrus Disables SETEND instructions at PLO and PL1.

Mcaning
ion is enabled at PLO and PL1_
~NoereD at PLO and PL1.

are Cacheable regardless of the valoe of the SCTLR 1 bit if either:

ITD, bit [7]
and PLO
D Meaning
° is enabled at PL1 and PLO.
1 y 2t PL1 or PLO to execute any of the following is UNoERNED:

1! encodings of the IT instruction with hw1[3:0]!=1000.
of the subsequent instruction with the foll

wing values for hwl:

133603062 XAAXANNK

All 32-bit . and the 16-bit i B. UDF, SVC, LDM. and STM
101 2306XXXAXANXXK
Al = in "Miscellancous 16.bit instroct the ARMvS ARM. section F3.2.5

101 00XXXXXXXAKNK
ADD Rd, PC, #imm
010013602 XXXHK
1DR Rd. [PC. #imm]
0100x1xxx1111xxx
ADD Rdn, PC; CMP Ra. PC; MOV Ré, PC: BX PC; BLX PC.
£10001xx1xxxx111
ADD PC, Rm: CMP PC, Rm: MOV PC, Rm. This pa

also COVErs UNIEDICTABLE cases W

wetions are always Usperinen, regardless of whether they would pass or fail the condition code check that applics to thern as a result of

0N pesinen whether the IT instruction is treated as:

+ instraction. that can oaly be followed by another 16-5it instroction.
rst half of a 32-bit instrus

ion.

7 the situations that are UNDEFINED, cither the second 16-bit instruction oc the 32-bit instruc
might vary dyi cally as to whether IT is treated a5 a 16.bit instroction or the first half of a 3

An im;

BLX Rn.

om 35 UNDEFINED,

1f an instroction in an act
ARMYE ARM, section E

ve IT block that would be disabled by this ficld sets this field to 1 then behavior
2

ITD is optional , bat -If it is not i

is implemented in the SCTLR then it must also &

lemented in the SCTLR_EL1

ield. it resets to O

When this register has an architecturally-defined reset value, if this field is implemented as an RW

UNK, bit [6]
Writes to this bit are IGNORED. Reads of this bit return an UNKNowN value.

CP1SBEN, bit [5]

CPISBEN
) PLO and PL1 exccut
2 PLO and PL1 exe:

CPISBEN is ¢

When this regi feld. it resets to

= has an architecturally-defined reset value, if this field is implemented as an RW

LSMAOE, bit [4]
In ARMVS.3 and ARMVS.2:

Load Multiple and When the OrmioNat

CONSTRAINED UNIRE

lemented then

tsonal, bat if it is implemented in the SCTLR then it must also be implemented in the SCTLR_EL1. If it is not implemented then this

neranLe. For more information see 'Changes to an ITD contr oa in an IT block’ in the

bit is RAZ/WI

is RAQ/WI

feature ARMvS.2. LSMAOC is implemented, defined values are

LSMAOE Meaning

) or ELO. A32 and T32 Load Multiple and Store Multipic can have an interrapt &
 accesses are not required to be ordered.
1 The ordering and interrupt behavior of A32 and T32 Load Multipk

i1 o

iplc at

ken during the sequence memory

L0 is as defined for ARMVE.0.

This

1f this bit is not implemented,

has an arc

When this regist cturally defined reset value, this field resets to 1
In ARMVS.1 and ARMvS.0:
Reserved. ussl.
nTLSMD, bit [3]
In ARMVS.3 and ARMvS.2:

No Trap Load Ma

“Device nGnRE

Device nGnRal

: memory. When

le and Store Multiple to Device-nG

ornozar featare ARMvE 2. LSMAOC is implemented., d

nTLSMD
) rory sccesses by A2 and T32 Load M are marked at stage 1 as Device nGRIVDevice
2 memory are trapped and generate &
1 32 and T32 Load Multiple and Store Maul are marked at stage 1 as Device nGRE/Device
Device nGaRel memory are not trapped.
This bit is permitted to be cached in a TLB

1f this bit is not implemented, it is xesl.

‘When this register has an arc

cturally-defined reset value.

In ARMvVE.1 and ARMvS.0:

Reserved. nesl.

= Meaning
) All data access to Normal memory from PL1 and PLD, and ail accesses o the PL1&0 stage 1 translation tabics, are Non-cacheable for all levels of data and
unified cache.
1 data access to Normal memory from PL1 and PLO, and all accesses to the PL1&0 stage 1 translation tables, can be cached at all levels of data and unified
cache.
mores SCLTR C for Non-secure state and data accesses to Normal memory from EL1 and ELD are Cacheable if cither:
® EL2is using AArch32 and the valoe of HCR.DC is 1
® EL2is using AArch64 and the valoe of HCR_EL2
When this register has an architecturally defined reset v
A, bit [1]
Aligament check enable. This is the enable bit for Aligament checking at PL1 and PLOD:
A Meaning
° Alignment fault checking disabled when executing at PL1 or PLD
Instr: i her than load/store exclusive and load-acquire/store-release. do not check that the address being
accessed is aligned a
1 t fault checking e
ize of the data element(s)
When this register has an architecturally-defined resct value, this field resets to 0.
M, bit [0]
MMU ensble for EL1 and ELO stage 1 address translation. Possible values of this bit are:
M Meani
B) FL1 and ELO stage 1 address translation disabled.
See the SCTLR I field for the behavior of instruction accesses to Normal memory
1 EL1 and ELO stage 1 address translation enabled.

In the Noa-secure state the PE behaves as if the value of

2 is using AArn
212 is using AAR

2 and the value of HCR {DC, TGE} is not {0.0}
4 and the value of HCR_EL2 {DC, TGE} is not {0.0}

When this regi

has an architecturally defined reset v cld resets to 0.

Accessing the SCTLR

This register can be read using MRC with

e following sy

MRC <syntax>

This register can be writ

using MCR with the follon

ing syntax

MCR <syntax>

This syntax uses the fo

wing encoding in the System on encoding space:

the SCTLR.M feld is O for all purposes other than returning the value of a direct read of the

ield if cither:

| <syntax> I opcl I opc2 | CRa | coproc |
| p15.0. <Rt>.cl.0.0 | 000 | 000 | 0001 | 111 | 0000
Accessibility
The register is accessible as follows:
Control
Configuration Instance
21 TGE ELO ELL EL2 L3
3 not implemented x x o RW nis nia SCTLR
3 not implemented x 0 1 RW =W wa
2 not implemented x 1 1 n/a W nia
E using AArch64 x x o RW n/a n'a
EL3 using AAT x o 1 RW RW s
EL3 using AAx x 1 1 s W nia
x x o /s s RW
x o 1 RwW RW RW
3 using AArch32 x 1 1 s RW RW
This table applies to all instractions an access this register.
When EL3 is using AArch32, write access to SCTLR s is uxperas n the CPISSDISABLE signal is asserted HIGH.
Traps and enables
For a description of the prioritization of any ceptions, see section G1.11.2 (Exception priority arder) in the ARM® Architecture Reference Manual, ARMvS, for ARMyS A architecture profile for exceptions taken to
AArch32 state, and section D1.13.2 (Synck - ken to AATCh6S state. he prioritization rules. the following traps and enables are applicable when accessing this register.

When mented and is using AArch64 and SCR_E] =1 && HCR. 2 E2H==0 :
- Non-secure write accesses to this register from EL1 are trapped to
- . Non-secure read accesses to this register from EL1 are trapped to E
- If HSTR_EL2 Tl==1. Noa-secure accesses to this register from are trapped to
When EL2 is implemented and is using AArch64 and SCR_EL3INS==1 && HCR_EL2 E2H==1 && HCR_EL2TGE
- If HCR_EL2TVM Non-secure write accesses to this register from EL1 are trapped to
- If HCR_EL2 TRVM==1, Non-secure read accesses to this register from EL1 are trapped to
- If HSTR_EL2 Tl==1. Noa-sccure accesses to this register from EL1 are trapped to F

1.2 is implemented and is using AArch32 and SCR_EL3.NS==1
- If HCR TVM==1, Non-secure write accesses to this register from EL1 are trapped to Hyp mode.
- If HCR TRVM==1, Non-secure read accesses to this register from p mode

- If HSTR.T1==1. Noa-secure accesses to this register from EL1 are trapped to Hyp mode.

© 2017 Arm Limited

The SCTLR characteristics are:

Purpose

Provides the top level control of the system

1NcC

SCTLR, System Control Register

luding 1ts memory system.
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SCTLR, System Control Register

SCTLR(S) is disabled when the CPISSDISABLE signal is asserted HIGH.
Some bits in the register are read-oaly. These bits relate to noa-conafig = with previous versions of the architecture ' .
or all RW fields i er have defined reset values. These apply oal 3 using AArch32 they apply only to the Secure instance
ter. Otherwise, RW register reset to architecturally UNKNOWN V3 .
TLR is a 32-bit register.
Field descriptions
: .

The SCTLR bit assignme

SCTLR, System Control Register

characteristics are

Purpose

Provides the top level control of the system, including its memory system.
This register is part of the Other system control registers functional group.
Contiguration

AArch32 System register SCTLR is architecturally mapped to AArch64 System registe

Whea

is using AArch32, write acces:

3130 20 28 27 26 25 24 23 22 2120 19 18 17 16 15 14 13 12 1110 9 8 7 & s 4 3 2 1 o
o JE [AFE[TRE] © 0 EE | 0 JSPAN] 1 | © JUWXNWXNRTWE] © [~Twi] © o [ v 1T T30 © [SED] ITD JUNKICP1SBENLSMACERTLSMO] C |
Bit[31)

Reserved, us
TE, bit [30]

T32 Exception Enable. This bit controls whether to an I ion Level that is ing at PL1 are taken to A32 or T32 state

TE Meaning

° xceptions, including reset, taken to A32 state.

1 including reset. taken to T32 state.

non DEFINED choice between:

‘When this register has an architecturally defined reset value, thi

ue determined by an input configuration signal.

Access flag, and restricts access permissions in

Access Flag Enable. When using the Short-descriptor translation table format for the PL1&0 translation regime, this bit ena’ c AP[O] bit in the translation descriptors a:
the translation descrip t lified model. The possible values of this

AFE Meaning
o In th ~The full range of access permissions is supported. No Access flag is implemented.

1

1 In the © APIO] is the Access fag. Only the model for access i

bit.

When using the Long-descriptor translation table format, the VMSA behaves as if this bit is set to 1. regardiess of the value of

The Al

FE bit is permitted to be cached in a TLB.

1d resets to 0.

When this register has an architecturally-defined reset value., 1

TRE, bit [28]

Purpose

TEX remap enable. This bit enables remapping of the TEX[2:1] bits in the PL1&0 translation regime for use as two tran: t can be managed by the operating system. Enabling this remapping also changes the s
used to describe the memory region attribates in the VMSA. The possible values of this
TRE Meaning
o TEX remap disabled. TEX[2:0] are used. with the C and B bits, to describe the memory region astribates,
1 TEX remap eaabled. TEX[2:1] are reassigned for use as bits managed by the operating system. The TEX[0]. C, and B bits are used to describe the

memory region astribat th the MMU remap registers

When the value of TTBCR.

The TRE bit is permiteed to be cached in a TLB.

When this register has an archis 1d resets to 0.
Bits [27:26]

Reserved. uss0.
EE, bit [25]

The value of the PSTAT! on branch to an exception vector or coming out of reset. and the endianness of stage | translation table walks in the PL1&0 translation regime.

The possible values of this bit are

EE Meaning
o

0 on taking an exception or coming out of reset. Stage 1 translation table walks in

1 is cleared to 0 on taking an exception or coming out of reset. Stage 1 translation table walks in the PL1&0 translation regime are

o Y

endian : ’
— L . .

1f an implementation does not provide Big-eadian support for data accesses at Exception Levels higher than ELD. this bit is xes0.
1f an implementation does not provide Littie-endian support for data accesses at Exception Levels higher than ELO, this bit is es]
‘When this register has an architecturally defined reset value, if o is implemented as an RW ficld. it resets to an o MENTATION DEFINED Ch between:

. o

- value determined by an input configuration signal

.

Bit [24]
Reserved. nss0.

SPAN, bit [23]

In ARMvS.3, ARMVS.2 and ARMVS.1:

ither Secure or Non-secure state, or to EL3 from Secure state when

cess Never. on taking an exception to EL1 from 3 is using AArch32.

Meaning

o PAN is set 2o 1 in the following situations:
® In Non-secure state. on taking an exception to I
® In Secure state. whea EL2 is using AArch64, on taking an exception to EL1.
® In Secure state, whea EL3 is using AArch32, oa taking an exception to EL3.
1 The value of CPSR PAN is lef: unc on taking an i

In ARMVS.0:

Reserved.

Bit [22)

Bit [21]

Reserved. wes0

UWXN, bit [20]

Unpriv permission implies PL1 XN (Execute-never) rce all memory regions that are writable at PLO to be treated as XN for accesses from software executing at PL1. The possible valoes of this
UWXN Meani
o This control has no cffect ON MEMOTy Scccss PCrmissions.
1 Any region that is writable at PLO forced to XN for accesses from software exccuting at PL1

The UWXN bit is permitted to be cached in a TLB.

ield resets to 0.

When this register has an architecturally-defined reset value, 1

WXN, bit [19]

Write permission implies XN ( 1&0 transiation regime. this bit can force all memory regions that are writsble to be treated as XN. The possible values of this bit are:
WXN Meanin

o This control has no cffect OR MEMOETY ACCERS PErMinsIons..

1 Any region that is writable in the PL1&0 translation regime is forced to XN for accesses from software executing at PL1 or PLO.

The WXN b ed to be cached in 2 TLB.

is permi

ield resets to 0.

When this register has an architecturally-defined reset value, 1

Field descriptions

NTWE, bit [18]

Traps ELO exec structions to Undefined mode.

Mecanis
instruction at ELD is trapped to Undefined mode.

e a W f the instruction would otherwise have caused the PE to enter a low

1 This coatrol does not cause any instructions o be trapped.

ion of a itional WFE i ion is only trapped if the condition code check.

the WFE or
a Wakeup

Since a WFE or WFI can complete at any time. cven without a Wakeup event, the traps on WFE of WFT are not guara
WF is executed when there is no Wakeup event. The only guarantee is that if the instruction does not complete

event, the trap will be taken.

ced to be taken, even i
ime in the absence of

‘When this register has an architecturally defined resct value. feld resets to 1.

Bit[17]

Reservet, . » .
nTWI, bit [16)
Traps ELO exccution of WFI instractions to Undefined mode. .
nTWI o
° Any attempt to execute 3 WFI instruction 2t ELD is trapped to Undefined mode, if the instruction would otherwise have caused the PE to enter a low.
1 Thiscontrel does not instructions to be trapped. °

The i 1 WFT i rapped if the instruction passes its condition code check.

Note

Since a WFE or WFI can complete at any time. even without a Wakeup event, the traps on WFE of WFT are not guara
WFT is executed when there is no Wakeup event. The only guarantee is that if the instruction does not complete in 4

event, the trap will be taken.

ced to be taken, even if the WFE or
e time in the absence of a Wakeup

‘When this register has an architecturally defined reset value, this field resets to 1.

Bits [15:14)

Reserved, us
V, bit [13]

This bit selects the base address of the exception vectors for exceptions taken to 2 PE mode other than Monitor mode o

i Meani
o Normal exception vectors. Base address is held in VBAR.
1 igh exception vectors ( base address OXFFFFO000. This base address cannot be

‘When this register has an architecturally-defined reset value, this f

31 30 29 28 2726 25 24 23 2221 20 19 18 17 16 1514131211109 8 2 1

tion and unified cache.

© Al instruction access to Normal memory from PL1 and PLO are Non-cacheable for all levels of instru
If the value of SCTLR.M om: stage 1 of the PL1&0 translation regime are to Normal, Quter Shareable, Inner Non cacheal

Non-cacheabic memory.
Al instruction access $o Normal memary from PL1 and PLO can be cached at all levels of on and unified cache.
If the value of SCTLR.M is 0, instruction accesses from stage 1 of the PL1&O translation regime are to Normal, Outer Sharcable, Inner Write- Through, Outer
Write Through memory.
Instruction accesses to Normal memory from Noa-secure 1 and Non-secure 0 are Cacheable regardless of the value of the SCTLR. bit if cither:
- using AArch32 and the value of HCR.DC is 1
- using AArch64 and the value of HCR_EL2.DC is 1
‘When this register has an architecturally defined reset value, this field resets to 0.
Bit[11]
Reserved, wesl.
Bits [10:9]

Reserved.

rstruction accesses

SED, bit [8]

SETEND instruction disable. Disables Si tions at PLO and PL1.

Mcaning
instruction execution is enabled at PLO and PL1.
i ions are UNoErNED 2t PLO and PL1.

SETEND

If the implementation does not support mixed-endian operation at any Exception level, this sl

‘When this register has an architecturally-defined reset value, if this field is implemented as an RW ficld. it resets to 0.

ITD, bit [7]

and PL

D Meaning
1 and PLO.

he following is UNDERNED:

ncodings of the IT instraction with hw1[3:0]!=1000.
ings of the truction with the foll

wing values for hwl:

133603062 XAAXANNK
Al 32-bit ions. and the 16.bit i ions B, UDF, SVC,

DM, and STM

Mv8 ARM. section F3.2.5

Al i ions in "Miscell 16.5it ! in the AR
101 00XXXXXXXAKNK
ADD Rd, PC, #imm
0100136306 XXXXXHK
1DR Rd. [PC. #imm]
0100x1xxx1111xxx
ADD Rdn, PC; CMP Ra. PC; MOV Rd, PC: BX PC; BLX PC.
£10001xx1xxxx111
ADD PC, Rm: CMP PC, Rm: MOV PC, Rm. This pa

also covers U BLX Rn.

CTABLE cases W

These instractions are always UNperiNen , regardless of whether they would pass or fail the condition code check that applies to themn as a result of being in

whether the IT instruction is treated as.

+ instraction. that can oaly be followed by another 16.bit instraction.

® The first half of a 32-bit instruction.

ion or the 32-bit instruction is UNDEFINED.
instroction or the first half of a 32-bit

This means that, for the situations that are UNDEFINED, either the second 16-bit ins:
n i ion might vary 1y as to whether IT is treated as a 16.5i

1f an instruction in an active IT block that would be disabled by this ficld sets this field to 1 then behavior tanLe. For more information see 'Changes to an ITD control by an instraction in an IT block’ in the

ARMYE ARM, section E1.2.4.

_1f it is not implemented then this bit is RAZ/WI

ITD is optional, bat if it is implemented in the SCTLR then it must also b

lemented in the SCTLR_EL1

icld. it resets to 0.

When this register has an architecturally-defined reset value, if this field is implemented as an RW
UNK, bit [6]
Writes to this bit are IGNORED. Reads of this bit return an UNKNowN value.

CP1SBEN, bit [5]

1.0 and PL1 exccution of the CP
0 and PL1 execution of the CP1

P!

is RAQ/WI

CPISBEN is optional, but if it is implemented in the SCTLR then it must also be implemented in the SCTLR_EL1. If it is not implemented then this

feld. it resets to

has an archi

When this regi this ficld is implemented as an RW

cturally-defined reset value,

LSMAOE, bit [4]
In ARMVS.3 and ARMVS.2:

Load Multiple and When the orioNal. feature ARMYS 2. LSMAOC is implemented, defined values are:

LS

AOE Meaning

3 Tor all memory sccesses at EL1 or ELO, A32 and T32 Load Multiple and Store Multipic can have an interrapt taken during the sequence memory
accesses. and the memory accesses are not required to be ordered.

1 The ordering and interrupt behavior of A32 and T32 Load Multiple and Store Mul

L0 is as defined for ARMvS.L

1f this bit is not implemented,

When this register has an architecturally-defined reset value, this field resets to 1.
In ARMvVS.1 and ARMVS.0:
Reserved. wssl.
NTLSMD, bit [3]
In ARMVS.3 and ARMVS.2:

ned values are:

‘o Trap Load Mal nGaReE memory. When the orniosas. featare ARMvE 2. LSMAOC is implemented, d

le and Store Multiple to Device-nG

nTLSMD
° All memory accesses by A32 and T32 Load M a7 marked at stage 1 as Device nGRE/Device
nGaREDevice aGaRnll memory are trapped and generate & e
1 All memory accesses by A32 and T32 Load Multiple and Store Mul: are marked at stage 1 as Device nGRE/Device
Device aGaRnE memory are not trapped.
This bit is permitted to be cached in a TLB.

1f this bit is not implemented, it is xesl.

field resets to 1.

When this register has an archi

cturally-defined reset value,

In ARMvVE.1 and ARMvS.0:

Reserved. nesl.

EL.1 and ELO
= Meaning
0 All data access to Normal memory from PL1 and PLD, and all accesses t the PL1&0 stage 1 translation tables, are Non cacheable for all levels of data and
unified cache.
1 All data nccess to Normal memory from PL1 and PLO, and all accesses to the PL1&0 stage 1 translatios s, can be cached at all levels of data and unified
cache.

1 and ELD are Cacheable if cither:

The PE ignores SCLTR C for Non-secure state and data accesses to Normal memory from

@ EL2is using AArch32 and the valoe of HCR.DC is 1.
® EL2is using AArch64 and the valoe of HCR_E12.DC is 1

‘When this register has an architecturally-defined re icld resets to 0.

A, bit[1]

Alignment check enable. This is the enable bit for Aligament

A Meaning
checking Gisabled when exccuting at PL1 or PLO

cad or store one or more registers. other than load/store exclusive and load 2cq
the size of the data clement(s) being &

PL1 or PLO

9 Alignment faul
Instractions tha:

sire/store-release. do not check that the address being

1 a
ters have an alignment check that the address being accessed is aligned to the size of the data
ult, which is taken as a Data Abort exception.
Load/store i and load. i have an alig t check regardless of the value of the A

 has an architecturally-defined reset value, 1

‘When this regi cld resets to 0.

1, bit [0]

MMU enable for EL1 and ELO stage 1 address translation. Possible values of this bit are:

M M.
o 1.1 and ELO stage 1 address translation disabled.

See the SCTLR I field for the behavior of instruction accesses to Normal memory
1 EL1 and ELO stage 1 address translation enabled.

In the Noa-secure state the PE behaves as if the value of the SCTLR.M Seld is 0 for all purposes other than returning the value of a direct read of the field if cither:

EL2 is using AAr
EL2 is using AAr

2 and the value of HCR {DC, TGE} is not {0.0}
- :

-
- 4 and the value of HCR {DC.TGE} is not {0.0}

When this register has an architecturally.defined reset value, this field resets to 0.

Accessing the SCTLR
This register can be read using MRC with the following syntax
MRC <syntax>

This register can be writ

o using MCR with the following syntax:

MCR <syntax>

This syntax uses the fo on encoding space:

wing encoding in the System i

[ <syntax> | opel | ope2 coproc |
| p15.0, <Rt>.cl, 0.0 | 000 | 000 | | 1111 |
Accessibility
The register is accessible as follows:
Configuration Contrel Instance
28 TGE ELO ELL EL2 L3
3 not implemented x x o RW nis nia SCTLR
3 not implemented x o 1 RW RW nwia SCTLR
3 not implemented x 1 1 nia W n/a SCTLR
EL3 using AArch64 x x o RwW n/a n'a SCTLR
EL3 using AAs x o 1 Rw RW nia SCTLR
EL3 using AArck x 1 1 s W n/a SCTLR
3 using AArch32 x x o s nia RW SCTLR =
3 using AArch32 x o 1 RW RW RW SCTLR ns
3 using AArch32 x 1 1 s W RW SCTLR ns

This table applies to all instructions.

an access this register.

n the CP15SDIS

‘When EL2 is using AArch32, write access to SCTLR s is uNperae ABLE signal is asserted HIGH.

Traps and enables

crure Reference Manual, ARMYS, for ARMvS A archit
he prioritization rules. the following traps and enables are appli

cture profile for exceptions taken to
icable when accessing this register.

of the prioritization of any =
te, and section D1.13.2 (Synck exception

‘When EL2 is implemented and is using AArch64 and SCR_E]

- If HC

Non-secure write accesses to this register from EL1 are trapped to

- If HCR g . Non-secure read accesses to this register from EL1 are trapped to E

s-secure accesses to this register from EL1 are trapped to I

- If HSTR.

3.NS

=1 && HCR_EL2 E2H==]1 && HCR_EL2TGE

1.2 is implemented and is using AArch64 and SCR.

- If HCR_EL2.TVM

Non-secure write accesses to this register from EL1 are trapped to

- If HCR_EL2 TRVM

. Non-secure read accesses to this register from EL1 are trapped to E

- If HSTR_EL2 T1==1. Noa-sccure accesses to this register from EL1 are trapped to EL2.

1.2 is implemented and is using AArch32 and SCR_EL3I.NS==1

- If HCR TVM==1, Non-secure write accesses to this register from EL1 are trapped to Hyp mode.

1

- If HCR TRVM==1, Non-secure read accesses to this register from EL1 are trapped to

p mode

- If HSTR.T1==1. Noa-secure accesses to this register from EL1 are trapped to Hyp mode.

© 2017 Arm Limited
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SCTLR, System Control Register

SCTLR, System Control Register

characteristics are

Purpose

Provides the top level coatrol

he system, including its memory system.
This register is part of the Other system control registers functional group.
Contiguration

AArch32 System register SCTLR is architecturally mapped to AArch64 System registe

Whea

is using AArch32, write access to SCTLR(S) is disabled when the CP1SSDISABLE signal is asserted HIGH.

Some bits in the register are read-oal

These bits relate to noa-con he archi

rablc features of an implementation, and are provided for compa: with previous versioas

- L .
or all RW fields of this register have defined reset values. These apply oal resets into an Exception level that is using AArch32. If the PE resets into EL3 using AArch32 they apply only to the Secure instance
ter. Otherwise, RW fields in register reset to architecturally UNKNOWN V3 .
TLR is a 32-bit register.
Field descriptions
The SCTLR b aignmenss s -

3130 20 28 27 26 25 24 23 22 2120 19 18 17 16 15 14 13 12 1110 9 8 7 & s 4 3 2 1 o
0 [ 7= [AFEJTR=E] 0 0 JEE | © [SPAN] 1 | © IOWXNWXNRQTWE] © [ntwWi] 6 0 | Vv | T | 1 | 0 © [Se0] D [UNK|CP1SBENLSMAOCERTLSMO] C |

Bit[31)

Reserved, us
TE, bit [30)

T32 Exception Enable. This bit controls whether to an I ion Level that is ing at PL1 are taken to A32 or T32 state

TE Meaning

° xceptions, including reset, taken to A32 state.

1 including reset. taken to T32 state.

feld resets to an Do ATION DEFINED

When this register has an architecturally-defined reset value, thi hosce between:

ue determined by an input configuration signal.

55 Flag Enable. When using the Shor-descriptor translation table format for the PL1&0 translation regime. this bit ensbles use of the AP[D] bit in the translation descripors as the Access flag, and restricts access permissions in

i model. The possible values of this

AFE Meaning
o In th
1 In the ©

e descriptors. APIO] is an access permissions bit. The full range of access permissions is supported. No Access flag
o APIO] is the Access flag. Only the simplified model for access i is

mplemented.

Whea us

ing the Long-descriptor translation table format, the VMSA behaves as if this bit is set to 1. regardiess of the value of this bit.

The AFE bit is permitted to be cached in a TLB.

When this register has an architecturally-defined reset value., 1 1d resets to 0.

TRE, bit [28]

TEX remap enable. This bit enables remapping of the TEX[2:1] bits in the PL1&0 translation regime for use as two tran: t can be managed by the operating system. Enabling this remapping also changes the s
used to describe the memory region attribates in the VMSA. The possible values of this

TRE Meaning
o TEX remap disabled. TEX[2:0] are used. with the C and B bits, to describe the memory region astribates,
1 TEX remap eaabled. TEX[2:1] are reassigned for use as bits managed by the operating system. The TEX[0]. C, and B bits are used to describe the

Purpose

memory region astribat th the MMU remap registers

When the value of TTBCR.

The TRE bit is permiteed to be cached in a TLB.

When this register has an architecturally-defined re:

Bits [27:26]
Reserved. nss0.
EE, bit [25]

The value of the PSTAT!

on branch to an exception vector or coming out of reset. and the endianness of stage | translation table walks in the PL1&0 translation regime.

The possible values of this bit are

EE Meaning
° 0 on taking an exception or coming out of reset. Stage 1 translation table walks in o regime are
1 Big endian. PSTATE.E is cleared to 0 on taking an exception or coming out of reset. Stage | translation table walks in the PL1&0 translation regime are

5 _endian

than ELD. this t

Provides the top level control of the system, including its memory system.

it 35 xes0.

1f an implementation does not provide Big-cadian support for data accesses at Exception Levels highe:

Reserved, nes).
SPAN, bit [23]
In ARMvS.3, ARMVS.2 and ARMVS.1:

ileged Access Never. on taking an exception to EL1 from either Secure or Non-secure state, or o EL3 from Secure state when EL3 is using AArch32.
SPAN Meaning
o PAN is set 2o 1 in the following situations:

® In Non.secure state. o
Secure state. whea
® In Secure state. whea

king an exception to
1 is using AArch64, on taking an exception to
3 is using AArch32, on taking an exception

ah N
3.

1 The value of CPSR PAN is lef: unch on taking an

In ARMVS.0:
Reserved. sesl.

Bit [22)

Bit [21]

Reserved. wes0

UWXN, bit [20]

Unprivileged write permission implies PL1 XN (Execute-never, rce all memory regions that are writable at PLO to be treated as
UWXN Meani

F) This control has no cffcct On MEMOry Scccss permissions.

1 Any region that is writable at PLO forced to for accesses from software executing at PL1

The UWXN bit is permitted to be cached in a TLB.

‘When this register has an architecturally defined reset value, this field resets to 0.

WXN, bit [19]

s XN (Execute never)

Write permission impl! 1&0 transiation regime. this bit can force all memory regions that are writable to be treated 23 XN. e values of this bit are:

WXN Meanin
° This control has no cffect OB MEMOTY ACCEss PerminsIon
1 Any region that is writable in the PL1&0 translation regime is forced to XN for accesses from software exec

ng 2t PL1 or PLO.

The WXN bit is permitted to be cached in 2 TLB.

‘When this register has an architecturally-defined reset value, this field resets to 0.

Field descriptions

NTWE, bit [18]

Traps ELO exec

tructions to Undefined mode.

Any attempt 1o executc a W)
power state.
1 This coatrol does not cause any

instruction at ELD is trapped to Undefined mode, if the instruction woukd otherwise have caused the PE to enter a low

instructioas o be

trapped.

The ion of a itional WFE i ion is only trapped if the inst

condition code check.

ny time. even without a

Since a WFE or WFI can complete at any Wakeup event, the traps on WFE of WFT are not guara
WFT is executed when there is no Wakeup event. The only guarantee is that if th
event, the trap will be taken.

ced to be taken, even if the WFE or
ime in the absence of a Wakeup

rstruction does not complete

‘When this register has an architecturally defined resct value, this ficld resets to 1.

Bit[17]
Reservet, . » .
nTWI, bit [16)
Traps ELO execution of WFI instructions to Undefined mode. .
nTWI o
° Any attempt to execute 3 WFI instruction 2t ELD is trapped to Undefined mode, if the instruction would otherwise have caused the PE to enter a low.
1 Thi control docs not cause any instructions to be trapped.
The i 1 WFI 2 rapped if the instruction passes its condition code check. .
Note

of WFT are not guara

Since a WFE or WFI can complete at any time. even without a Wakeup event, the traps on WF
WFT s exccuted when there is no Wakeup event. The only guarantee is that if the instruction does not complete
event, the trap will be taken.

ced to be taken, even if the WFE or
e time in the absence of a Wakeup

ield resets to 1.

‘When this register has an architecturally-defined reset value,

Bits [15:14)

Reserved. us

V, bit [13]

This bit selects the base address of the exception vectors for exceptions taken to 2 PE mode other than Monitor mode o

i Meani
o Normal exception vectors. Base address is held in VBAR.
igh exception vectors (Hivecs). base address OXFFFFO000. This base address cannot be

‘When this register has an architecturally-defined reset value, this field resets to an e

MENTATION DESINED choice between:

3130 29 28 27262524 23 2221 20 19 18 17 16 1514131211109 8 2 1

If the value of SCTLR.M is 0, instruction accesses ge 1 of the PL1&0 translation regime are to Normal, Outer Shareable, Inner Non-cacheal
Non-cac} 2

n access to Normal memory from PL1 and PLO can be cached at all levels of instruction and unified cache.

If the value of SCTLR.M is 0, instruction accesses from stage 1 of the PL1&0 translation regime are to Normal, Outer Shareable, Inner Write- Through., Outer

Write Through memary.
Instruction accesses to Normal memory from Noa-secure EL1 and Non-secure ELO are Cacheable regardless of the value of the SCTLR 1 bit if either:
- using AArch32 and the valse of HCR.DC is 1
- using AArch64 and the valse of HCR_EL2 DC is 1
When this register has an architecturally-defined reset value, this field resets to 0. ‘
Bit [11]
Reserved. » -,
Bits [10:9]
Reserved. nss0.

SED, bit [8]

SETEND instruction disable. Disables Si tions at PLO and PL1.

Mcaning
ion is enabled at PLO and PL1.
are UxoesNen at PLO and PL1.

If the implementation does not support mixed-endian operation at any Exception level, this sl

‘When this register has an arc]

itecturally-defined reset value, if this field is implemented as an RW ficld. it resets to 0.

ITD, bit [7]
and PL
ITD Meaning
° c Tand PLO.
1 attempt 2t PL1 or PLO to exccute any of the following is UNDEFNED:
. reodings of the IT instraction with hw1[3:0]1=1000.
- ings of the truction with the following values for hwl:

133603062 XAAXANNK
Al 32-bit i ions. and the 16.bit i ions B, UDF, SVC,

DM, and STM

Al n "Miscell 165t ! in the AR
101 00XXXXXXXAKNK
ADD Rd, PC, #imm
0100136306 XXXXXHK
1DR Rd. [PC. #imm]
0100x1xxx1111xxx
ADD Rdn, PC; CMP Ra. PC; MOV Rd, PC: BX PC; BLX PC.
£10001xx1xxxx111
ADD PC, Rm; CMP PC, Rm; MOV PC, Rm. This pattern also covers UNIEDICTABLE cases with BLX Rn.

These instructions are always UspesiNes, regardless of whether they would pass or fail the condition code check that applies to them as a result of being in .
an IT block.
It 35 svPLEMENTATION DesiNeD whether the IT instruction is treated as:
® A 16-5it instruction. that can oaly be followed by another 16-5it instraction.
® The first half of a 32-bit instruction.
This means that, for the situations that are UNDEFINED, cither the second 16-bit struction or the 32.bit instruction is UNDEFINED.
An i ion might vary 1y a5 to whether IT is treated as a 16-bit instruction or the first half of a 32 bit i

Mv8 ARM. section F3.2.5

1f an instruction in an active IT block that would be disabled by this ficld sets this field to 1 then behavior tanLe. For more information see 'Changes to an ITD control by an instraction in an IT block’ in the
ARMYE ARM, section E1.2.4.

ITD is optional , bat

is implemented in the SCTLR then it must also t

lemented in the SCTLR_EL1. I it is not implemented then this bit is RAZ/WI

‘When this register has an architecturally-defined reset value, if this ficld is implemented as an RW ficld. it resets to 0.

UNK, bit [6]
Writes to this bit are IGNORED. Reads of this bit return an UNKNowN value.

CP1SBEN, bit [5]

CPISBEN is optional, but if it is implemented in the SCTLR then it must also be implemented in the SCTLR EL1.If i

not implemented then this bit is RAQ/WI

When this register has an archi

cturally defined reset value, if this field is implemented as an RW

feld. it resets to

LSMAOE, bit [4]
In ARMVS.3 and ARMVS.2:

When the ot

oNAL

Write permission implies XN (Execute-never). For the PL1&0 translation regime, this bit can force all memory

Load Multiple and

ore Multiple Atomicity and Ordering E feature ARMVS 2. LSMAOC is implemented, defined values are:

When this register has an architecturally-defined reset value, this field resets to 1.

In ARMvVS.1 and ARMVS.0:

Remrvet s . . L . .
NTLSMD, bit [3]
In ARMVS.3 and ARMvVS.2: .
o Trap Load Maltiple and Store Multiple to Device-nGRE/Device nGnRE vice-nGnRuE memory. When the ornosar. feature ARMvE 2. LSMAOC is implemented, d
nTESMD
o All memory accesses by A32 and T32 Load M and Store M: at 1o that are marked at stage 1 as vice nGRE/Device
nGaREDevice aGaRnE memory are trapped and generate a stage 1 Al x
1 All memory accesses by A32 and T32 Load Multiple and Store Multipl, 1 .0 that are marked at stage 1 as Device nGRE/Device
nGnE Device nGaRnE memory are not trapped.
This is permitted to be cached in a TLB.
1f this bit is not implemented, it is xesl.

When this register has an archi

field resets to 1.

cturally-defined reset value,

In ARMvVE.1 and ARMvS.0:

G111 and ELO:

= Meaning
F) All data access to Normal memory from PL1 and PLO, and all accesses to the PL1&0 stage 1 translation tal
unified cache.

s, are Non cacheable for all levels of data and

1 All data access to Normal memory from PL
cache.

and PLO, and all accesses to the PL1&0 stage 1 translatios hed at all levels of data and unified

bles, can be ©

The PE ignores SCLTR C for Non-secure state and data accesses to Normal memory from EL1 and ELD are Cacheable if cither:
@ EL2is using AArch32 and the valoe of HCR.DC is 1.
® EL2is using AArch64 and the valoe of HCR_E12.DC is 1

When this register has an architecturally-defined reset v ield resets to 0.
A, bit [1]
Alignment check enable. This is the enable bit for Alignment fault checking at PL1 and PLO:
A Meani:
0 Alignment fault checking disabled when exccuting at PL1 or PLO_
Instractions that load or store one o more registers. other than load/store exclusive and load acquire/store-release . do not check that the address being
accessed is the size of the data clement(s) being accessed
1 Alignment checking enabled when executing at PL1 or PLO.

All instructions that load or store one or more registers have an alignment check that the address being accessed i
being accessed. If this check fails it causes an Aligament fault, which is taken as a Data Abort exception.

b

ize of the data

aligned to the

Load/store ive and load-acquire/store release i ions have an alig t check regardless of the value of the A

‘When this register has an architecturally-defined reset value, 1 cld resets to 0.

M, bit (0]

MMU enable for

1 and ELO stage 1 address translation. Possidle values of this bit are:

M M
o 0 stage 1 address translation disabled.

Sce the SCTLR.I ficld for the behavior of instruction accesses to Normal memory
1 ElL1 and ELO stage 1 address translation enabled.
Ia the Noa-secure state the PE behaves as if the value of the SCTLR.M feld is 0 for all purposes other than returning the value of a direct read of the field if cither-
is using AArch32 and the valse of HCR .{DC, TGE} is not {0.0}
264 and the valoe of HCR {DC. TGE} is not {0.0} '
When this register has an architecturally.defined reset value, this field resets to 0.

Accessing the SCTLR

This register can be read using MRC with

e following syntax
MRC <syntax>

This register can be writ

a using MCR with the following syntax:

MCR <syntax>

This syntax uses the fo

wing encoding in the System i

on encoding space:

= Any region that 1s writable in the PL1&0 translation regime 1s

EL2 not implemented x x o RW nia n/a SCTLR

EL2 not implemented x o 1 BRW RW n/a SCTLR

513 not implemented x 1 nia RW n/a SCTLR

EL3 using AArch64 x x o RW nia n/a SCTLR

EL3 using AAr x o 1 RW RW nia SCTLR

EL3 using AArck x 1 1 nia RW nia SCTLR
3 using AArch32 x x o nia nia RW SCTLR =
3 using AArch32 x o 1 RW RW RW SCTLR ns

1 1

ion of the prioritization of any = ixception priority arder) in the ARM® Architecture Reference Manual, ARMS, for ARMYS.A architecture profile for exceptions taken to
te, and section D1.13.2 (Synck exception ken to AATch64 state. Subjec he prioritization rules. the following traps and cnables are applicable when accessing this register.

22H==0 :

forced to XN for accesses from software executing at PLL1 or PLO.

s implemented and is using AArch64 and SCR.

- If HC 5

Non-secure write accesses to this register from EL1 are trapped to

- If HCR g

. Non-secure read accesses to this register from EL1 are trapped to E

- If HSTR.

s-secure accesses to this register from EL1 are trapped to I

When EL2 is implemented and is using AArch64 and SCR.

3 NS==1 && HCR_EL2 E2H==] && HCR_EL2TGE.

- IfHCR_EL2TVM Non-secure write accesses to this register from EL1 are trapped to
- If HCR_EL2 TRVM==1, Non-secure read accesses to this register from EL1 are trapped to E
- If HSTR_EL2 T1==1. Noa-secure accesses to this register from EL1 are trapped to EL2.
2 is implemented and is using AArch2 and SCR_ELINS==1
- If HCR TVM==1, Non-secure write accesses to this register from EL1 are trapped to Hyp mode.
- If HCR TRVM==1, Non-secure read accesses to this register from EL1 are trapped to Hyp mode.

- If HSTR.T1==1. Noa-secure accesses to this register from EL1 are trapped to Hyp mode.

The WXN bit 1s permitted to be cached in a TLB.

© 2017 Arm Limitec When this register has an architecturally-defined reset value, this field resets to 0.




MRC p15, O, RO, c1, c0O, O
ORR RO, RO, #0x80000
MCR p15, O, RO, c1, c0O, O

© 2017 Arm Limited

See also: https://github.com/gdelugre/ida-arm-system-highlight



MRC p15, O, RO, c1, c0O, O
ORR RO, RO, #0x80000
MCR p15, O, RO, c1, c0O, O

MRC RO, SCTLR
ORR RO, RO, #0x380000
MICR RO, SCTLR

© 2017 Arm Limited

See also: https://github.com/gdelugre/ida-arm-system-highlight



MRC p15, O, RO, c1, c0O, O
ORR RO, RO, #0x80000
MCR p15, O, RO, c1, c0O, O

MRC RO, SCTLR
ORR RO, RO, #0x380000
MICR RO, SCTLR

SCTLR.WXN =1,

© 2017 Arm Limited

See also: https://github.com/gdelugre/ida-arm-system-highlight



MRC p15, O, RO, c1, c0O, O
ORR RO, RO, #0x80000
MCR p15, O, RO, c1, c0O, O

MRC RO, SCTLR
ORR RO, RO, #0x380000
MICR RO, SCTLR

Write permission implies XN (Execute-never). For the PL1&0 translation regime, this bit can force
all memory regions that are writable to be treated as XN. The possible values of this bit are:

SCTLR.WXN = 1; ur —
' / 0 This control has no effect on memory access
permissions.
1 Any region that 1s writable 1n the PL1&0 translation

regime 1S forced to XN for accesses from software
executing at PL.1 or PLO.

© 2017 Arm Limited

See also: https://github.com/gdelugre/ida-arm-system-highlight



ADD (Immediate)
Add (immediate) ahds  regster value and an optionally-shifted immediate vaiue, and writes the result o the destination regisir,

This Instruction 1 used by the alias MOV (torom 5P,

SNDBABDNR2N009BMGHUIRNIN0YET 6543210

mnmm—m—-ﬂ--m-
0

32:bit (g1 == )
ADD <Wd|WSP>, <Hn|NSP>, deimms(, <shifts)
B-bi 1 == 1)

ADD <Xd|SP>, <Xn|8P>, Meimmd{, <ahifts)

integer d = UInt(Rd);

integer n = UInt(Rn);

integer datasize » if af »» '1" then 64 else 32;
bits(datasize) imm:

case shift of
when ‘00" imm » ZeroExtend(imml2, datasize)!
when '01' imm » ZoroExtend|immlliZeros(12), datasize);
vhen '1x' ReservedvValue():

Assembler Symbols

<WdIWSP s the 12:bit name of the destination general-purpose registe or stack pointer, encoded in the "Rd" feld,
<WalWSP 5 the 32-0it mame of the source general: purpose regisier orstack poinder, encoded in the "R’ feld.
XS, s the 6. but name of the estination general pumpose register or stack pointer, encoded in the "Rd" feld
XnlSPs 5 the 6. name of the source general purpose regisier or sack poinier, encoded in the "Rn” feld.
<im» I an unsigned immediate, in the range 0 to 4095, encoded in the "imm 12" field.
shifts I the optional let shif o appiy 4o the immediate, defaulting to L3L. 40 and encoded in shif”

it «shifly

00 | LSL #0

01 | LSL #12
IX | RESERVED

Allas Conditions

Alins lsgrcfcrred when
MOV toffom SP) shift »= '00' &k loml2 = '000000000000" &6 (Rd == '13101" || Rn we '18211")

Opération

bits(datasize) result)
bits(datasize) operandl » If n »= 31 then () else X[n);

(result, «) = AddWithCarry(operandl, imm, '0');

if d = 3] then
SP[] » result;
e.ae
X{d] = result;

https://www.meriac.com/archex/A64 v83A ISA/add addsub imm.xml|

ADD (immediate)

Add (1mmediate) adds a register value and an optionally-shifted immediate value, and writes the result to the
destination register.

This 1nstruction is used by the alias MOV (to/from SP).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 4 3 2 1

mnmmm_-m--m-

op S
32-bit (sf == 0)

ADD <Wd|WSP>, <Wn|WSP>, #<imm>{, <shift>}

64-bit (sf == 1)

ADD <Xd|SP>, <Xn|SP>, #<imm>{, <shift>}

Assembler Symbols

<WdIWSP> Is the 32-bit name of the destination general-purpose register or stack pointer, encoded

in the "Rd" field.

<WnlWSP> Is the 32-bit name of the source general-purpose register or stack pointer, encoded in

the "Rn" field.

<XdISP> Is the 64-bit name of the destination general-purpose register or stack pointer, encoded

s O PPTY OYOCOY /oY)



Assembler / Disassembler https://alastairreid.github.io/bidirectional-assemblers

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1

mnnm-_-zz-
op S

ADD <Xd|SP>, <Xn|SP>, #<imm>{, <shift>)}

[s£:"1"; op:"0",; S:"0",; "10001",; shift:"xx"; i1mml2:"xxxxxxxxxxxx",; Rn:"xxxxx"; Rd:"xxxxx"
<=2
"ADD" " " <Xd|SsP> "," " " Xn]|SP> "," " " [ "#" ] <imm> " " [ "," " " <shift> ]
where
<Xd|SP>

RegXSP (UInt (Rd)) ;

<Xn|SP> = RegXSP(UInt(Rn));
<imm> = UInt(i1mml2) ;
<shift> = Optional ("LSL #0",

case shift {
'00' <-> "LSL #0";
'0l' <-> "LSL #12";
'lx' <-> RESERVED () ;

© 2017 Arm Limited } ) y

See also: https://github.com/agustingianni/retools and https://github.com/nspin/hs-arm



ADD (immediate) https://www.meriac.com/archex/A64 v83A ISA/add addsub imm.xml

Add (immediate) adds a register value and an optionally-shifted immediate value, and writes the result to the destination register.

This 1nstruction 1s used by the alias MOV (to/from SP).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
stjofof{1 o 0 O 1] shift |  immt2 | ~~ Rn | = Rd
op S

integer d = UInt(Rd);

integer n = UInt(Rn);

integer datasize = 1f sf == '1' then 64 else 32;
bits(datasize) imm;

case shift of
when '00' imm ZzeroExtend(imml2, datasize);
when '01' imm ZzeroExtend(imml2:Zeros(1l2), datasize);
when 'l1x' ReservedValue():;

bits(datasize) result;
bits(datasize) operandl = 1f n == 31 then SP[] else X[n];

(result, -) = AddWithCarry(operandl, imm, '0');

1f d == 31 then
SP[] = result;
else
X[d] = result:;

© 2017 Arm Limited




313029282726252423222120191817161514131211109 8 7 6 5§ 4 3 2 1 0

sfl0[0[1 000 1jshiftf ~~  immi2 | Rn | Rd
opS

integer d = UInt(Rd);

integer n = UInt(Rn);

integer datasize = 1f sf == '1' then 64 else 32;
bits(datasize) imm;

case shift of
when '00' imm = ZeroExtend(imml2, datasize);
when '01' imm = ZeroExtend(imml2:Zeros(l12), datasize);
when '1x' ReservedValue();

bits(datasize) result;
bits(datasize) operandl = if n == 31 then SP[] else X[n];

(result, -) = AddWithCarry(operandl, imm, '0');

1f d == 31 then
SP[] = result;

else

X[d] = result:;



St = 0’
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 o IMM12 = 0x02a
Imm12 Rn Rd shift — 01’

Rd = ‘001071

Rn = 000171’

integer d = UInt(Rd);

integer n = UInt(Rn);

integer datasize = 1f sf == '1' then 64 else 32;
bits(datasize) imm;

case shift of
when '00' imm = ZeroExtend(imml2, datasize);
when '01' imm = ZeroExtend(imml2:Zeros(l2), datasize);
when '1x' ReservedValue():

bits(datasize) result;
bits(datasize) operandl = 1f n == 31 then SP[] else X[n];

(result, -) = AddWithCarry(operandl, imm, '0');

1f d == 31 then
SP[] = result;

else

X[d] = result:;



sf = 0
3130 202827 262524232221 20191817 161514131211109 8 7 6 5 4 3 2 1 o IMM12 = 0x02a
sfl0[0[1 000 1 imm12 Rn Rd shift - ‘01’
opS
Rd = '001071°
Rn = 00011
integer d = UInt(Rd); d - 5
integer n = UInt(Rn); -
integer datasize = if sf == '1l' then 64 else 32; n = 3
bits(datasize) imm; datasize = 32
case shift of
when '00' imm = ZeroExtend(imml2, datasize); |
when '01' imm = ZeroExtend(imml2:Zeros(12), datasize); !MIT] = 0x0002a000

when '1x' ReservedValue():

bits(datasize) result;
bits(datasize) operandl = 1f n == 31 then SP[] else X[n];

(result, -) = AddWithCarry(operandl, imm, '0');

1f d == 31 then
SP[] = result;

else

X[d] = result:



sf = 0
3130202827 26252423222120191817161514131211109 8 7 6 5 43 2 1 0 IMM12 = 0Ox02a
sfl0[0[1 000 1 imm12 Rn Rd shift - 01’
op S
Rd = '001071°
Rn = 00011
integer d = UInt(Rd); d - 5
integer n = UInt(Rn); -
integer datasize = if sf == '1l' then 64 else 32; n = 3
bits(datasize) imm; datasize = 232
case shift of
when '00' imm = ZeroExtend(imml2, datasize); |
when '01' imm = ZeroExtend(imml2:Zeros(12), datasize); !MIT] = 0x0002a000
when 'lx’' ReservedValue();
bits(datasize) result;
bits(datasize) operandl = 1f n == 31 then SP[] else X[n]; operandi = 0x00000045
(result, -) = AddWithCarry(operandl, imm, '0'); asult —  0x00023045
1f d == 31 then
SP[] = result;
else
X[d] = result; X[5] = (0x0002a045




Sf = 0

Imm1i2 = 0x02a Rd RBRn immi2
shift = 01

Rd = 00107

Rn = 000171

integer d = UInt(Rd);

integer n = UInt(Rn);

integer datasize = 1f sf == '1' then 64 else 32;
bits(datasize) imm;

case shift of
when '00' imm = ZeroExtend(imml2, datasize);
when '01" imm = ZeroExtend(imml2:Zeros(12), datasize);
when '1x' ReservedValue():

bits(datasize) result;
bits(datasize) operandl = 1f n == 31 then SP[] else X[n];

(result, -) = AddWithCarry(operandl, imm, '0');

1f d == 31 then
SP[] = result;

else

X[d] = result:;



integer d
integer n
integer datasize
bits(datasize) imm;

= UInt(Rd);
= UInt(Rn);
1f sf == '1" then 64 else 32;

case shift of

when '00' imm
when '01' imm

ZeroExtend(imml2, datasize); |
ZeroExtend(1imml2:Zeros(12), datasize); Imm
when '1x' ReservedValue();

bits(datasize) result;
bits(datasize) operandl =

if n

31 then SP[] else X[n];

(result, -) = AddWwithCarry(operandl, imm, '0');

1f d == 31 then

else

SP[ ]

X[d]

result;

result:

St

immi?2
shift

Rad
Rn

0
N

datasize

0’
0x02a
01’
'001071°
‘00011°

32

0x0002a000

Rd Rn immi2

Uint(Rd)
Uint(Rn
32

ZeroExtend(imm12, 32)



sf = 0
imm12 = 0x02a Rd Rn 1imm12
shift = 01
Rd = 00107
Rn = 00011
integer d = UInt(Rd); ] _ & Uint(Rg
integer n = UInt(Rn); . B ”1( )
integer datasize = if sf == 'l' then 64 else 32; N = 3 Uint(Rn
bits(datasize) imm; datasize 30

case shift of
when '00' imm = ZeroExtend(imml2, datasize); |
when '01' imm = ZeroExtend(imml2:Zeros(12), datasize); MM
when '1x° ReservedValue();

bits(datasize) result;
bits(datasize) operandl = 1f n == 31 then SP[] else X[n]; operang

0x0002a000 ZeroExtend(imm12, 32)

0x00000045  X[n]

lt, =) = AddWith 1, imm, '0'); .
(result, -) = AddWithCarry(operandl, imm, “0°) resuli 0x0002a045  imm + operand

1f d == 31 then l

SP[] = result;
else
X[d] = result;

X[d] —  0x0002a045 __— result



Rd Rn immi2

Symbolic Representation

Feed to constraint solver (e.g., Z3 SMT Solver)
- What is the output given input Y? | Uint(Rd)
- What input X produces output Y? Uint(Rn
- What input X produces intermediate value Y?

- Generate a test input that shows X happening

Cf. KLEE LLVM symbolic execution

ZeroExtend(imm12, 32)

X|n}

Imm + operand-

X|[d] \/ result

https://alastairreid.github.io/validating-specs

© 2017 Arm Limited

arm



Z>4/Z

O

E\ooom

o/

Q







From Instructions to programs...

Handle Interrupts

Execute Instruction

Handle Exceptions

© 2017 Arm Limited




Architectural Conformance Suite

https://alastairreid.github.io/papers/FMCAD 16

Processor architectural compliance sigh-off

Large
e v8-A 11,000 test programs, > 2 billion instructions

e v8-M 3,500 test programs, > 250 million instructions

Thorough

e Tests dark corners of specification

47 © 2017 Arm Limited




Progress in testing Arm specification

- Does not parse, does not typecheck
- Can’t get out of reset

- - Can’t execute first instruction

- Can’t execute first 100 instructions

o0

- Passes 90% of tests

0 - Passes 99% of tests

© 2017 Arm Limited




Fuzz testing Arm binaries

External fuzzing

* Branches in Arm binary used to guide fuzz tester’s choice of inputs

* Finds explicit control flow

Internal fuzzing

* Branches in Arm specification used to guide fuzz tester’s choice of inputs

* Finds implicit control flow

(Symbolic execution to escape plateaus)

© 2017 Arm Limited




)
QﬂQ P

“End to End Verification of ARM processors with ISA Formal,” CAV 2016

cf “End-to-end formal ISA verification of RISC-V processors with riscv-formal”, Saal Clarke, 1pm 27" December



|- 1D wB

I RO
I decode |~ -'J‘.-' '
i R15 ﬁ AL

Memory

EX

VIEM

“End to End Verification of ARM processors with ISA Formal,” CAV 2016

cf “End-to-end formal ISA verification of RISC-V processors with riscv-formal”, Saal Clarke, 1pm 27t December



l Post cpu

Pre Post spec

“End to End Verification of ARM processors with ISA Formal,” CAV 2016

cf “End-to-end formal ISA verification of RISC-V processors with riscv-formal”, Saal Clarke, 1pm 27t December



Do something awesome!

Known to work

Assembler/disassembler
Interpreter

Symbolic evaluation

Generate testcases

Fuzzing with internal feedback

Formally validate processor design

© 2017 Arm Limited

“Should” work

System register plugin
Fuzzing with symbolic execution
(Information flow analysis)

(Test LLVM IR = ARM backend)

(Superoptimizer

http://www.eecs.amul.ac.uk/~gretay/papers onward2017.df)

(Convert to Coq/HOL/ACL2)




How can you trust formally verified software?

Program

More formal despair: Denning, Fonseca et al.
More formal hope: Hyperkernel, Yeggdrasil, Milawa, Fiat

© 2017 Arm Limited




How can you trust formally verified software?

Program Specification

Program

More formal despair: Denning, Fonseca et al.
More formal hope: Hyperkernel, Yeggdrasil, Milawa, Fiat
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How can you trust formally verified software?

Program Specification

Program

Linux
specification

More formal despair: Denning, Fonseca et al.
More formal hope: Hyperkernel, Yeggdrasil, Milawa, Fiat
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How can you trust formally verified software?

Program Specification

Program

Linux
specification

More formal despair: Denning, Fonseca et al.
More formal hope: Hyperkernel, Yeggdrasil, Milawa, Fiat

Il glibc
specification

© 2017 Arm Limited




How can you trust formally verified software?

Program Specification

Program

Linux . 1ISO-C
specification glibc specification
specification

More formal despair: Denning, Fonseca et al.
More formal hope: Hyperkernel, Yeggdrasil, Milawa, Fiat

© 2017 Arm Limited




Do something awesome with the spec

Ask me questions alastair.reid@arm.com @alastair d reid https:
Talk to me or Milosch Meriac (@FoolsDelight) about white hacker jobs at ARM
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